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> Introduction 

 

> The purpose of this report 

 
1. I was appointed by the IOPC to carry out an independent investigation into the alleged 

illegal accessing of the email accounts of environmental activists by members of the 
National Domestic Extremism and Disorder Intelligence Unit (NDEDIU). This came to 
the attention of the IOPC initially as a conduct referral on 17 March 2017, but this was 
changed to a complaint following receipt of written complaints in July 2017. 

 
2. This is my report for the Director General (DG) delegate, who I will refer to as the 

decision maker for the remainder of this report. I will aim to:  

 provide an accurate summary of the evidence and attach or refer to any relevant 
documents 

 provide the decision maker with sufficient information based on which they can 
determine whether the complaint is upheld, where this is appropriate 

 provide the decision maker with sufficient information about whether they should 
refer any matter to the Crown Prosecution Service (CPS)  

 provide the decision maker with sufficient information based on which they will 
be able to decide whether to make a recommendation to any organisation about 
any lessons that may need to be learned. 

 
3. For the purposes of reaching determinations following receipt of this report, the powers 

and obligations of the DG have been delegated to the decision maker, Sarah Green. 

 
4. On receipt of the report, the decision maker will decide whether the complaint is 

upheld, where this is appropriate (i.e. this will not intrude upon matters to be 
considered in any subsequent proceedings). 

 
5. The IOPC will send a copy of this report and the decision maker’s opinion to the 

Metropolitan Police Service (MPS).  

 

> Background information about Operation (Op.) Gilbert 

 
6. The investigation opened following receipt of an anonymous letter to Baroness Jenny 

Jones, which alleged that officers from National Domestic Extremism and Disorder 
Intelligence Unit (NDEDIU) used counterparts in India to obtain passwords to the email 
accounts of environmental campaigners and sympathetic journalists. Baroness Jones 
provided this letter to the IOPC. 

 
7. The letter purported to come from a former member of the NDEDIU.  
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8. It was further alleged that these passwords were then routinely used to access the 

email accounts of both the activists and journalists to gain prior knowledge of direct-
action protests.  

 
9. There were ten people named in the letter received by Baroness Jones, and each 

name was accompanied by a password. Seven of these individuals then made a 
complaint against the MPS to the IOPC. As part of the complaints made by these 
individuals, they confirmed that the passwords attributed to them in the anonymous 
letter had been their passwords in the past. 

 

> The investigation 

 

> Terms of reference 

 
10. Sarah Green approved the terms of reference for this investigation on 2 May 2017. 

The terms of reference can be seen in full in Appendix 2, however, in brief they are:  

To investigate:  

 whether there is any evidence to show that officers from the MPS NDEDIU were 
in contact with Indian counterparts in relation to the accessing of email accounts  

 whether the services of a computer ‘hacker’ in India were obtained by the 
NDEDIU and/or Indian counterparts to access email accounts on behalf of the 
NDEDIU 

 if any officers within NDEDIU used any information gained from contact with 
computer hackers in India. 

 

> Mode of investigation 

 
11. This investigation was initially instigated after the IOPC received a conduct referral 

from the MPS. Following receiving complaints from individuals named in the 
anonymous letter in July and August of 2017, however, the status of the investigation 
was changed to that of a complaint. 

D36 

D37 

D38 

D39 

D40 

D41 

D42 

12. The specific complaint made by the individuals named in the anonymous letter was 
that “officers of the National Domestic Extremism and Disorder Intelligence Unit 
appear to have unlawfully obtained my password and routinely hacked my email 
account. This behaviour is not only a significant breach of professional standards, but 
likely to constitute criminal behaviour under the Computer Misuse Act 1990. The 
alleged acts if proved would also constitute breaches of my rights under Articles 8 
and 10 of the European Convention on Human Rights and the Data Protection Act 
1998.” 

 



 

6 

 

 

> Status of officers spoken to by the investigation 

 
13. The allegations made were very serious and if proved would amount to gross 

misconduct and involve the commission of criminal offences. However in this case, 
as explained below, no evidence was found that indicated that any identifiable officer 
had behaved as alleged.  Therefore, the investigation was not subject to special 
requirements. All individuals contacted by the investigation, were spoken to only in 
their capacity as witnesses. 

 

> Policies, procedures and legislation 
considered 

 
14. During the investigation, I have examined relevant national and local policies and 

legislation, as set out below. This will enable the decision maker and the appropriate 
authority to consider whether the officers, staff and relevant contractors named in this 
report complied with the applicable guidance and legislation, and whether the existing 
policies were sufficient in the circumstances. 

 

> Regulation of Investigatory Powers Act 2000 

 
15. It is an offence under this legislation to intercept any communication in the course of its 

transmission, without lawful authority. 

 
16. The authority to intercept communications lies with the Secretary of State who, on 

application, can issue an intercept warrant if it is in the national security interest to do 
so.   

 

> Police and Criminal Evidence Act (PACE) 1984 

 
17. Section 32(9)(b) of PACE, which only applies to arrested persons, allows a constable 

to retain anything not subject to legal privilege, if they have reasonable grounds to 
believe that it is “evidence of an offence or has been obtained in consequence of the 
commission of an offence”. This provision only relates to offences already committed. 
It cannot extend to anything believed to reveal useful intelligence, the gathering of 
which will usually be at least part of the purpose of the examination. 

 
18. Section 54(5) of PACE requires that where anything is seized, the person from whom 

it is seized shall be told the reason for the seizure.  
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> Computer Misuse Act (CMA) 1990  

 
19. Section 1 of the CMA deals with unauthorised access to computer material. A person 

is guilty of an offence under the CMA if,  

 they cause a computer to perform any function with the intent to secure access 
to any program or data held in any computer or to enable any such access to 
be secured 

 the access they intend to secure, or enable to secure, is unauthorised 

 they know at the time when he causes the computer to perform the function 
that this is the case. 

 

> Misconduct in Public Office  

 
20. This offence is committed where individuals who are public office holders  act in a 

manner that constitutes a breach of the duties of that office by wilfully misconducting 
themselves without reasonable justification, to such a degree as to amount to an 
abuse of the public’s trust in them.  

 

> Code of Practice on the Management of Police information (MoPI) 2005 

 
21. Police can obtain information in order to: 

 protect life and property 

 preserve order 

 prevent the commission of offences 

 bring offenders to justice 

 fulfil any duty or responsibility of the police arising from common or statute law. 

 
22. Chief officers must ensure that arrangements to gather police information comply 

with the principles of the National Intelligence Model. 

 
23. All intelligence gathered on groups or individuals should be retained for an initial six-

year period and thereafter reviewed every 5 years. 

 

> Summary and analysis of the evidence  

 
24. In order for the decision maker to reach their opinion, I have presented a summary 

and analysis of the evidence. During this investigation, a volume of evidence was 
gathered. After thorough analysis of all the evidence, I have summarised that which I 
think is relevant and answers the terms of reference for my investigation. As such, not 
all the evidence gathered in the investigation is referred to in this report.  
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25. On receipt of the report, the decision maker is required to record their decision as to 

whether the complaints are upheld and whether the performance of each such person 
is satisfactory. Within the analysis, I will not make any determinations about these 
matters.  

 

> Background and structure of the NDEDIU 

 
26. In 2011, in advance of the 2012 Olympics, the National Public Order Intelligence Unit 

(NPOIU), the National Extremism Tactical Coordination Unit (NECTU) and the 
National Domestic Extremism Team (NDET) merged to form the National Domestic 
Extremism Unit (NDEU).  

 
27. The NDEU, unlike its predecessors, which were funded by regional police forces and 

staffed with seconded officers from different forces, was funded by and staffed by 
officers from the MPS. 

 
28. Initially, the NDEU was small, but grew rapidly as the 2012 Olympics neared and the 

primary remit of the unit became to provide intelligence around any potential risks to 
the Olympic games from domestic extremism. Analysis of open source data from 
social media and public internet sites as a source of intelligence began to be 
developed in the unit during this period. 

 
29. Following the 2012 Olympics, the focus of the unit changed. On 1 May 2013, NDEU 

was re-named the National Domestic Extremism and Disorder Intelligence Unit 
(NDEDIU).  

 
30. The new focus of the unit was to act as a repository for intelligence related to 

domestic extremism, gathered from regional police forces and covert operations. 
Alongside this traditionally sourced intelligence, the unit also developed an open 
source intelligence gathering capability. 

 
31. Intelligence entered and left the unit through a Single Point of Entry (SPoE). The 

SPoE ensured that the source of any intelligence was protected and not 
unintentionally revealed to any unauthorised person. It did this by ensuring that any 
information which could identify its source was removed from the intelligence before it 
left the unit. Similarly, the SPoE would not accept intelligence into the unit that was 
not sanitised in the same way. 

 
32. The SPoE was made up of several former police officers, who were experienced in 

the handling of sensitive intelligence. 

 
33. Intelligence that had been sourced inside the NDEDIU and was transferred internally 

did not have to go through the SPoE process. 

 
34. Value was added by the unit to any intelligence, from whatever source, by placing it in 

a national and sometimes international context. It identified individuals and potential 
trends in relation to extremism and assessed the level of risk attached to these. 
Increasingly over its lifetime, the unit began to have more of a national coordination 
role in relation to the intelligence it gathered. 
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35. The NDEDIU did not have a remit to directly run Covert Human Intelligence Source 

(CHIS) operations. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx.  

 
36. The gathering of open source and social media intelligence became increasingly 

important in the unit during 2013/2014, and a specific structure within the NDEDIU 
called the All Source Hub (ASH) was developed to focus on this technical aspect of 
intelligence gathering.  

 
37. Several software systems, which allowed the monitoring of social media and the 

analysis of the vast amounts of data available from open sources, were trialled by the 
ASH. 

 
38. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxx 

 
39. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxx 

 
40. As the ASH developed its expertise in the gathering and analysis of open source data, 

it began to export these newly developed techniques and software to regional forces in 
England and Wales. Over time this sharing of knowledge extended to providing 
demonstrations of the software to visiting delegations from foreign police forces and 
intelligence services.  

 
41. Additionally, members of the ASH were invited to speak at international conferences 

about gathering and analysing open source and social media data, and members of 
the ASH visited some countries to demonstrate their work and the software. 

 
42. There was a mixture of police staff and police officers from a variety of backgrounds 

working alongside each other in the ASH. Most had either limited or no previous 
experience of working with intelligence.  

 
43. In November 2015 the NDEDIU changed its name and became the National Counter 

Terrorism Intelligence Unit (NCTIU). 

 

> Those named in the anonymous letter 

44. There were ten people named in the anonymous letter received by Baroness Jones. 
Eight of these individuals were contacted by lawyers from Bindman’s solicitors who 
went on to represent them in relation to this case. Of these eight, seven went on to 
have a formal complaint recorded by the MPS and a referral made to the IOPC.  

S6 

S7 

D81 

D82 

45. As part of the complaints made by these seven individuals, they confirmed that the 
passwords mentioned in the anonymous letter had been their passwords in the past. 
This was evidenced by Bindmans solicitors in email threads with each complainant in 
which they asked them to reveal their passwords. Bindmans solicitors then wrote 
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D84 

D85 

D86 

D87 

D88 

statements stating that the only contact they had with these individuals in relation to 
passwords was via these emails. 

 
46. Complainant Blue is a climate change and environmental activist, with links to 

Greenpeace, and has had involvement in direct action events. 

 
47. Complainant Yellow is a political and environmental activist who participated in anti-

war and anti-poverty protests in the 1990s and 2000s. 

 
48. Complainant Green is an environmental activist with links to Greenpeace. 

 
49. Complainant Black is a freelance photographer and film-maker whose work has 

encompassed many political issues such as women’s rights, the Iraq war and 
environmental issues. She has had photographs published in the Guardian but is not 
on their permanent pay role and does not have a Guardian email address.  

 
50. Complainant White is a prominent climate change campaigner and organiser of direct-

action events for over ten years for both Plane Stupid and Greenpeace. The direct 
actions she has been involved with are generally peaceful and are aimed at promoting 
a certain point or embarrassing a certain organisation. xxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx  

 
51. Complainant Grey is an anti-roads protester most notably linked with the Twyford 

Down protests in the 1990s when he was arrested and jailed for taking part in direct 
action. 

 
52. Complainant Pink is xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 

xxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxxx, xxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx. Xxxxxxx 
xxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx. 

 
53. Complainant Orange is a prominent campaigner in the area of climate change and has 

been involved with Plane Stupid and Greenpeace. He has also written numerous 
articles for the Guardian Newspaper about environmentalism.  

D199 
54. Bindmans solicitors confirmed they represented Complainant Orange in this case, but 

he did not engage with the investigation. As such, he neither confirmed or refuted that 
the email password was genuine and did not provide a statement. However, his name 
and alleged password were included in this investigation’s search for all documentary 
evidence relevant to the allegations. 

 
55. In addition to the complainants who were named in the anonymous letter, Complainant 

Brown, xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx, has also made a complaint in regard to 
the allegations, as they touch on members or previous members of his organisation. 

D211 
The investigation was not able to contact Complainant Silver or Complainant Gold who 
were named in the anonymous letter. Attempts were made to identify and find contact 
details for these two individuals by the IOPC using open source data. However, they 
could not be definitively identified, therefore no private email contacts or phone 
numbers could be sourced. Despite this, their names and alleged passwords were 
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included in this investigation’s searches for all documentary evidence relevant to the 
allegations. 

 

> Complainant Statements 

D43 

D47 
56. All eight identified complainants named in the anonymous letter were approached on 

several occasions via Bindmans solicitors and asked to complete witness statements 
to aid the investigation. Three complainants supplied such statements. 

 

> Complainant Black 

S5 
57. In her statement Complainant Black confirmed that the email password in the 

anonymous letter attributed to her was a password she used for a Hotmail account 
between 1997 and 2006.   

 
58. Complainant Black also stated that she opened another email account hosted by 

burntmail.com in 2003 and used the same password for many years after this. 
However, she was unable to recall the year she stopped using this account, but said it 
was up until the site had closed down. 

R7 
59. A search by the investigation of open source data could not find a definitive date when 

the @burntmail.com email service ceased, but evidence suggested that it was after 
October 2015. 

 
60. In her statement Complainant Black described her career xxxxxxxxxxxxxxxxxxxxxxxx. 

She has worked both in a UK domestic context, and in many conflict areas around the 
world, including the Middle East and South East Asia. The work she has produced 
XXXXXXXXXX has been used by The Guardian newspaper, the BBC and numerous 
other journalistic, literary and political media outlets. 

 
61. Complainant Black’s scope of work has encompassed areas such as 

environmentalism, human rights and political activism. She describes her work as 
“highly politically sensitive” and often in “opposition to the policies and actions of the 
State”. Therefore, she states the idea that a government agency was monitoring her 
emails is particularly disturbing, XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 
XXXXXXXXXXXXXXXXX 

 
62. Complainant Black gave many examples of her work in the 1990s and 2000s, most of 

which were international. However, she did mention a number of protests xxxxx xxxx 
xxx in the UK. None of the examples she gave were during the period 2013 to 2015 
which encompasses the life of the NDEDIU. 

D206 
63. Complainant Black referenced two direct-actions that involved Greenpeace. The first 

was an anti-genetically modified organism direct action in around 1996 or 1997 where 
she photographed two activists wearing Greenpeace logos, but this had not been 
intentional. She learned about the action through people unconnected with 
Greenpeace, or through the Earth First newsletter. The photo she took was used by 
the BBC wildlife magazine.  
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64. The second was in Iraq in 2004 where Greenpeace organised an action which 

Complainant Black filmed, to highlight concerns over locals stealing drums 
contaminated with Uranium Oxide waste from a nuclear facility on the outskirts of 
Baghdad. She was told about the action by Greenpeace activists who happened to be 
staying in the same hotel.  

 
65. In relation to any evidence that Complainant Black may have that she was under 

surveillance by a state agency, she gave an example of a person she met in the 1990s 
who, in 1997, unaccountably had her mother’s phone number and who she believed 
may have given her email address to police. She also referenced an incident at Bristol 
airport while returning from Iran in 2011 in which she felt that the border official 
seemed to know who she was and invited her to talk with them further, an offer she 
declined.  

 
66. Complainant Black stated that when told of the possibility that her emails had been 

monitored, she had been shocked but because of the state abuses she had seen 
during her work, she found the allegations credible. 

 
67. The possibility that her private emails had been read by police has, Complainant Black 

stated, had a significant negative affect on her mental health making her feel anxious 
and insecure. She also stated that because of the allegations she has been told about 
the NDEDIU she believes that her current email account may be being monitored and 
this concerns her. 

 
68. Additionally, the allegations have led Complainant Black to change her behaviour. 

This has included changing laptops and locations regularly and only using encrypted 
applications for phone calls. 

 

> Complainant Yellow 

S8 
69. In his statement Complainant Yellow confirmed that the email password in the 

anonymous letter attributed to him was a password he used for a Hotmail email 
account between approximately 1999 and 2003.  

 
70. After he ceased using the Hotmail account, Complainant Yellow stated that he started 

a Yahoo email account, which he still uses, and that he has used the password he 
used for the Hotmail account on occasion for this Yahoo account. However, he did not 
give any dates in relation to when this password may have been in use. 

 
71. Complainant Yellow is a member of The Catholic Worker Movement, an international 

faith-based network opposed to war. This opposition has taken the form of non-violent 
direct action against the perpetrators of war, as well as humanitarian work such as 
feeding the hungry, helping the homeless and visiting the imprisoned. 

 
72. In relation to the use of the Hotmail account between 1999 and 2003 he stated that the 

content of these emails was of a very personal nature, concerned with his family and 
private life. Additionally, he stated that he used the email account for his political and 
activist activity and strongly believed that this information could have been used to 
“manipulate and undermine the volunteer and activist communities” he was a part of. 
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73. He stated that he had no evidence that his emails had been accessed, but that the 

allegation that his email may have been monitored have had a serious impact on him. 
This has included feeling anxious and stress about who is seeing his emails and what 
they might do with them. This has resulted in his sending less emails and also people 
not wishing to send him emails for fear they are being read by police. A consequence 
of this is that he has lost contact with some people. 

 

> Complainant Green 

S9 
74. In his statement Complainant Green confirmed that the email password in the 

anonymous letter attributed to him was a password he used for a Hotmail email 
account between approximately 2000 and 2015. 

 
75. Complainant Green stated that he used his account for a variety of personal activities, 

as well as for promoting political and environmental campaigning for Greenpeace as 
an area organiser. In relation to the type of activism Complainant Green was involved 
in he gave examples of sending emails to various bodies, organising petitions and 
protests and that he had been open about his campaigning activity.  

 
76. Complainant Green stated that he did not have concrete evidence that his email 

account had been hacked into, but he believed himself to be a person of interest for 
the police because of his campaigning activity and this would explain why the police 
would have an interest in accessing his email accounts.  

 
77. He cited being arrested twice during Greenpeace protests, and having been the 

subject of overt police surveillance at his home address and during journeys to work in 
1997, as further evidence of police interest in him. 

 
78. In his statement Complainant Green explained the impact of the alleged police 

intrusion into his email account on him. He stated that he felt at first surprised, then 
angry and violated. He specifically found it incredibly upsetting that some of his very 
personal emails with his mother may have been read by someone else. These 
emotions have negatively manifested themselves in sleep problems, anxiety and panic 
attacks resulting in Complainant Green changing his behaviour and becoming less 
involved with activism and campaigning.  

 

>  Lines of enquiry 

 

> Initial enquiries 

 

> The Office for Surveillance Commissioners (OSC) 

D224 
79. In May 2017 advice was sought from the OSC in relation to whether the accessing of 

emails as alleged constituted interception of communications.  
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80. The Chief Surveillance Inspector supplied the investigation a letter from Sir Christopher 

Rose, the Chief Surveillance Commissioner, and Sir Anthony May, the Interception of 
Communications Commissioner to Mr Steve Coates, Deputy Director, Intelligence 
Collection Department National Crime Agency (NCA) dated 15 January 2014.  

 
81. The letter stated that accessing communications stored on mobile devices constitutes 

interception within section 2 of Regulation of Investigatory Powers Act 2000 (RIPA) and 
requires either an interception warrant or the use of a statutory power under section 
1(5)(c) of RIPA. This statutory power could include a property interference order, or the 
exercising of statutory powers under PACE. 

 

> Telephone contact between the NDEDIU and India 

D242 
82. Initial enquiries with the MPS explored the option of examining phone records for all 

staff working in the NDEDIU and any MPS landlines assigned to the unit, to see if there 
had been any phone contact between the unit and Indian phone numbers.  

D261 
83. MPS provided a list of names identifying the members of staff who had worked in the 

NDEDIU during its two-year lifespan. 

 
84. However, it was usual for officers to keep their assigned phone for years during their 

internal moves through the MPS. Consequently, many of the staff in the NDEDIU used 
mobile phones issued to them from other units.  

 
85. No overarching register was kept of which number was issued to which officer, 

therefore it was not possible to identify the numbers and, consequently the records for 
all the staff in the unit. This was also true of the landlines in use in the NDEDIU. 

 

> Indian intelligence/NCA 

D141 
86. On 4 October 2017 a meeting was held with the NCA Professional Standards 

Department (PSD) to explore whether there were any avenues through which the 
NDEDIU could have made contact and maintained a relationship with counterparts in 
India, and if the NCA could have potentially aided the unit with any such contact.  

 
87. During the meeting, the NCA pointed out that this kind of work, if it took place, would 

normally be carried out by military intelligence not police. This investigation did not find 
any evidence to support involvement of military intelligence in the NDEDIU.   

 
88. The NCA outlined a possible scenario of how the alleged conduct could have been 

carried out. This was that a small group of officers, reporting to a single person in the 
unit would undertake the activity, without the other officers in the unit’s knowledge.  

 
89. The potential for this scenario initially aligned with the small technical cadre in the ASH 

described by Officer Foxtrot. This group reported directly to a senior member of police 
staff, Police Staff Papa, a person with links to India and who helped host international 
fact-finding delegations in the ASH. Following this meeting further members of the ASH 
and the technical cadre were interviewed as witnesses. 
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D218 

D219 
90. Contact was made again with the NCA on 13 March 2018, and a request was made for 

them to help the IOPC approach the Indian intelligence services to ask if they received 
a request for assistance from any member of the NDEDIU. 

D221 
91. A referral was made to the NCA’s liaison officer in India who made enquiries on behalf 

of the investigation. They approached the British High Commission and asked them to 
contact the Indian Intelligence Bureau. This resulted in local database checks being 
conducted, where nothing of relevance to the investigation was found. 

 

> City of London Police’s National Fraud Intelligence Bureau (NFIB) / 
National Crime Agency’s (NCA) National Cyber Crime Unit (NCCU)  

D217 
92. In November 2017, a request was made to the City of London Police’s NFIB for 

technical advice relating to the procuring of email passwords for targeted individuals. 
This request was referred to the NCCU resulting in advice on the subjects of: 

 How could a person tell if their email account had been accessed, if their own 
password had been used? 

 How could a password to a person’s email account be sourced?  

D141 
93. On the 8 November 2017 the Triage, Incident Co-ordination and Tasking Manager for 

the NCCU was able to give some information in relation to the requests for advice. 

 
94. They said it was almost impossible for a person to know if their email account had 

been hacked in the alleged manner, unless they noticed something at the time. This 
was because, although email providers keep records of IP addresses accessing an 
email account, they would not keep these records for more than a couple of years at 
best. 

 
95. They also said that it was relatively easy to get hold of passwords for email accounts 

on the internet. This was because people often used their email addresses as user 
names when joining a large variety of websites including utilities, retail sites, gaming 
sites, etc. These internet sites would also require passwords. Some people reused the 
same password or use similar passwords for multiple sites.  

 
96. Consequently, if the security of any of these websites was compromised by a data 

breach, then a person’s email address and associated passwords could become a 
commodity which could be distributed on the internet. It was pointed out that there 
have been many serious and high-profile data breaches since 2013.  

 
97. Further information which confirms this is widely available on the internet by using the 

search term “website data breaches”. 

 
98. The NCCU manager suggested a specific website “haveibeenpwned.com” which would 

be able to give a general idea of whether any email address or password had been 
compromised as part of a website’s data breach.     

R18 

R6 
99. All the 20 known email addresses belonging to the 7 complainants were tested on the 

haveibeenpwned.com site along with the 10 passwords in the anonymous letter.  
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100. All the complainants had at least one email address that the website stated had been 

involved in a data breach. Additionally, 6 of the 10 passwords were identified as having 
been involved in a data breach. Although, 4 of the passwords were not on the 
database as having been involved in a data breach, the site stated, “That doesn't 
necessarily mean it's a good password, merely that it's not indexed on this site.” 

 

> Witnesses 

 

> NDEDIU officers of Inspector rank and above 

 
101. A retired police officer is not subject to Police Conduct Regulations (2012) and 

consequently can refuse to attend a witness interview or answer any questions. 

 
102. If a serving police officer is requested by the IOPC to aid an investigation by attending 

a witness interview, they are obliged to do so by the Police Conduct Regulations 2012. 
They are not however, obliged to speak in that interview and can choose to make no 
comment. 

 
103. The first line of enquiry identified was to approach the senior officers who had served in 

the NDEDIU to ask if they would meet with me and give a witness statement in relation 
to the structure of the unit and its working practices at the time the alleged hacking 
activity took place. 

D65 
104. Officer Alpha declined to attend an interview or answer questions because he was a 

subject in another IOPC investigation into the NDEDIU. 

D167 
105. Officer Bravo declined to attend an interview or answer questions because he was a 

subject in another IOPC investigation into the NDEDIU. 

D168 
106. Officer Charlie declined to attend an interview or answer questions but through her 

Police Federation representative stated “This allegation has no basis in fact and is 
likely malicious. I have no knowledge of any such activity taking place. There is nothing 
for the IPCC to investigate". 

 
107. Officer Delta declined to attend an interview or answer questions because she was a 

subject in another IOPC investigation into the NDEDIU. 

 

> Officer Echo 

S3 
108. Officer Echo was interviewed and gave a statement in which he described the 

NDEDIU, when he worked there, as being made up of two parts. One section of the 
unit dealt with extremists whose intent was to commit serious often criminal or terrorist 
offences.  

 109. The other section of the NDEDIU and the one in which Officer Echo worked in dealt 
mainly with individuals and groups who targeted peaceful public protests with the aim 
of using them to commit acts of criminality or public order.  



 

17 

 

 110. Officer Echo stated that he felt that the unit was subject to a large amount of scrutiny; 
from both the Surveillance Commission and senior officers in the MPS, as historically 
there had been issues with the conduct of individuals in previous incarnations of the 
unit.  

 111. As a result of this scrutiny Officer Echo stated that he believed there was no way that 
any member of the unit would cross any legal or ethical boundary, and the type of 
misconduct which had previously occurred could not happen because infiltration was 
no longer used as a tactic in the unit.  

 112. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xx xxxxx xxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxx xxxxxxxx 
xxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx. 

 113. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxx xxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxx xxxxxxxxx 
xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx.  

 114. He further stated that the monitoring of email accounts was never used as a tactic 
during his time at the unit and that he never applied for an information intercept 
warrant, nor authorised any RIPA applications during his tenure. 

 115. In relation to contact with Indian counterparts, Officer Echo stated that there was some 
international cooperation with counterparts from other countries. However, these 
generally took place in relation to issues that arose due to football hooligans traveling 
to matches in Europe, or potential disorder linked to the G8 summits.  

 116. He stated that as far as he was aware, there was never any link between his side of the 
unit and India. This was for the simple reason that the focus of his part of the unit never 
identified any risks relating to public protest from the Indian community in England and 
Wales. 

 117. He concluded that considering the focus and tactics used by his side of the unit, he 
thought that it would be highly unlikely that members of his part of the NDEDIU used 
Indian counterparts to obtain the email passwords. Additionally, he stated that to the 
best of his knowledge all actions were audited, and he would be surprised if anything 
untoward went on that would not have been identified. 

 

> Officer Foxtrot 

S4a 

118. Officer Foxtrot was interviewed and gave a statement in which said that he joined the 

NDEU in 2011, was a member of the NDEDIU for the entirety of its existence and then 

continued as a member of subsequent incarnations of the unit until he left in 2016. He 

stated that during his tenure in the NDEDIU he held several management positions Xx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxx 

 

119. He further stated that “the unit complied with the Regulation of Investigatory Powers 

Act 2000(RIPA), Management of Police Information (MOPI) and any other relevant 
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legislation” relating to the acquisition and use of information, adding that he also 

“contributed to the national open source guidance which dealt with the ethics around 

the use of open source data”. 

 

120. He stated that the officers who worked in the ASH only ever dealt with open source 

data and they were not IT or intelligence specialists, having come from a variety of 

backgrounds.  

 

121. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxx 

xxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 

 

122. The SPoE dealt with the management of information coming in and out of the unit 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx ensuring it was 

transferred to the right place. 

 

123. Officer Foxtrot stated that, although he was the operational lead for the ASH, Police 

Staff Papa was the strategic management lead for the unit, and was therefore 

responsible for the procurement of software used in the ASH and led a small cadre of 

2-3 people who were tasked with researching technical developments, including finding 

innovative ways of gathering intelligence and scoping new threats such as dark web 

operations.  

 

124. Officer Foxtrot further elaborated on this technical cadre by stating that the staff were 

more technically proficient than other staff in the unit, although they did not normally 

produce intelligence and that one of them was called Police Staff November. 

 

125. In relation to the work conducted in the ASH, Officer Foxtrot stated that “all tasking, 

(including rejected tasking), were [sic] recorded and logged before being given to a 

member of staff to develop” and “If a RIPA was required, the forms would be sent to 

me for initial supervision. They would then be sent to the Covert Asset Bureau (CAB) at 

Cobalt Square who would then make a judgement on the RIPA application and be 

authorized by a senior officer who was independent of the investigation.” 

 
126. Officer Foxtrot said that “In my tenure at the NDEDIU I only reviewed 2 or 3 

applications as the vast majority of our work was open source research.” And that “The 
outputs of the ASH were recorded on the National Special Branch Intelligence System 
(NSBIS) data base, either as 5x5x5 intelligence reports, or intelligence assessment 
reports.” 

 
127. When asked if he had any knowledge of connections between the unit and India, 

Officer Foxtrot stated that many delegations from a range of counties visited the ASH, 
including India and that he recalled Police Staff Papa visiting India to attend a 
conference. 

 
128. Officer Foxtrot was asked specifically about the unit’s activity in relation to 

Greenpeace. He stated that the group was regarded as peaceful charitable 
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organisation and to his knowledge they were never subject of any strategic priorities 
or any targeted intelligence collection plan. 

 
129. He further clarified this by stating that, although some members of Greenpeace 

participated in non-violent direct action and on occasion caused disruption, it was the 
general consensus in the unit that it was not proportionate to increase intelligence 
coverage of Greenpeace members and produce the type of assessments which would 
accurately predict direct actions and enable the Police to stop the group carrying them 
out. 

 
130. Officer Foxtrot was asked about the allegation that NDEDIU targeted journalists, to 

which he stated, “I have no knowledge of this and never heard of such a strategy 
being used during my tenure”. 

 
131. When asked specifically about the allegation of hacking email accounts Officer Foxtrot 

stated it was “not something I recognise as taking place in the unit, and I do not 
believe that anyone in the unit had the skills or training or would have been tasked to 
carry out such activity” this was tempered with the caveat “it is possible that it occurred 
without my knowledge. I was one of seven Detective Inspectors operating within a unit 
of 130 staff.” 

 

> Officer Golf (manager whose oversight included the environmental 
desk) 

D170 

D54a 
132. Officer Golf was approached several times to assist the investigation by providing a 

statement either at interview or from a set of questions. However, he declined to 
engage with the investigation citing that he was a subject in another IOPC 
investigation as the reason. Although he did state that this position could be revisited 
once a conclusion had been reached in the IOPC investigation in which Officer Golf 
was a subject, due to the other evidence that I had accrued from other witnesses, I 
did not deem it proportionate to approach Officer Golf again. 

 

> Environmental thematic desk officers 

 

> Officer Hotel 

S15 
133. Officer Hotel was a serving police officer when he gave a statement. He joined the 

ASH in October 2013 and worked there until November 2014. During this period, he 
worked closely with the environmental desk. 

 
134. He stated that his work solely dealt with “publicly available internet content” and had 

“no recollection of seeing any intelligence that could have been sourced from a 
hacked email address”.  

 
135. When asked specifically about Greenpeace and the allegations of hacking email 

accounts he stated “as far as I remember the NDEDIU did not routinely report on 
Greenpeace. I believe direct actions were reported on after they had occurred”.  
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Further to this he stated, “I do not know anything about any member of staff 
accessing email accounts to monitor environmental activists or any intelligence 
received that gave a prior warning of a Greenpeace direct action.”  

 
136. When asked specifically about journalists from The Guardian newspaper he stated, “I 

can’t remember ever seeing any intelligence relating to Guardian journalists”. 

 
137. Officer Hotel stated that he recalled visits from external delegations of law 

enforcement professionals both from the UK and overseas for demonstrations of the 
open source intelligence gathering software that the ASH used. He stated that he did 
not recall a specific delegation from India. 

 
138. He stated that as well as there being visits from foreign delegations to the ASH, he 

recalled that there were trips abroad by individuals from the ASH to demonstrate the 
Ash’s open source software. He said that the management of the ASH, Police Staff 
Papa and Officer Foxtrot, coordinated these trips and that he did not recall anyone 
from the ASH or the NDEDIU visiting India. 

 

> Officer India 

 
139. Officer India was a serving police officer when he was spoken to as a witness in 

December 2017, although no longer working in the sphere of intelligence. He worked in 
the NDEDIU from May 2013 to September 2015. During this time, he oversaw several 
of the thematic intelligence desks one of which was the environmental desk.  

 
140. Officer India had whistle blower status due to a previous signed letter he had sent to 

Baroness Jones regarding what he believed were systematic failings in the NDEDIU. 
He was asked if he was the author of the anonymous letter, to which he replied that he 
was not. 

 
141. Officer India stated when spoken to that he was suffering from mental health issues for 

which he was receiving treatment from his GP and support from his line manager. 

S16 

D258 
142. A draft statement was put together from the notes taken during the meeting with Officer 

India and this statement was provided to him to amend or delete as he saw fit. 
However, in a phone call in January 2018 he said that he was in a bad place mentally 
and could not face looking at the statement. He stated that he was starting a new 
course of therapy in February.  

 
143. It was felt that it was not appropriate to place any further pressure on Officer India due 

to his mental health issues, but he was asked to contact the investigation at a future 
date if he felt he could help the investigation by signing his statement. He did not 
reconnect with the investigation. 

 
144. During the witness interview Officer India denied that he was the source of the 

anonymous letter despite being the author of a previous letter to Baroness Jones. 

 
145. He described the running of the NDEDIU as chaotic following the restructure and 

amalgamation of various units in 2012 which led to its formation. The main change 
implemented saw funding for the unit coming directly from the Home Office where 
previously all regional forces contributed. This change resulted in officers no longer 
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being seconded from regional forces and the unit becoming almost entirely staffed by 
MPS officers. 

 
146. Officer India said that he felt the unit did not seem to have a sense of direction, with 

officers not sure of their remit. This he said was due to staff being moved between 
roles frequently and a lack of any defined job descriptions outlining responsibilities. He 
said officers often found themselves in roles at short notice that they were unsure of 
and that sometimes duplicated the work of others and that this impacted on the morale 
and the effectiveness of officers. 

 
147. In relation to the environmental desk, where he was the sergeant, he said the work was 

carried out by a researcher and an analyst. During the time he oversaw the desk, 
Officer Victor was a researcher and Officer Juliet and Officer Hotel were analysts 
attached from the ASH. He also stated that Officer Whiskey was also a sergeant who 
had overseen the environmental desk. 

 
148. He said that intelligence came into the desk for grading and dissemination xxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 

 
149. Those working on the intelligence desks overall did not know the origin of the 

intelligence xxxxxxxxxxxxxxxxxxxxxxxxxxx because it was, for the most part, sanitised. 
This meant that all the content which could identify the source of the intelligence was 
taken out prior to its arrival on a thematic desk.  

 
150. Additionally, due to the volume of work being undertaken, people on the desks did not 

really have time to consider or look into where specific pieces of intelligence came 
from. 

 
151. In relation to the ASH, he said that they used software packages to access and 

process large volumes of open source data xxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxx 
xxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxx 
xxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 

 
152. Regarding the ASH’s evolution into a more covert role he recalled that a person called 

Police Staff Oscar was in some way involved in this and that he had been removed 
from his post for disclosing the methodology used in the ASH in a public forum, 
resulting in this information getting into the press. 

 
153. Officer India said that he recalled foreign delegations coming to the unit and that 

members of the unit visited foreign countries promoting the software packages and 
working practices used by the ASH. He said that he recalled Police Staff Papa went on 
a number of trips including to India and Malaysia. 

 
154. Officer India explained how intelligence arriving at the environmental desk was graded. 

He said that in order to differentiate the potential threat posed by individuals or groups, 
they were graded using a traffic light system. A red grading indicated the most serious 
threat, including a threat to life, significant criminality or serious economic disruption; 
amber was the next level down indicating low level criminality or economic disruption 
and the green grading was that there was no, or a very minor threat posed.  
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155. When asked about how Greenpeace was viewed by the environment desk, Officer 

India said that environmental activism in the UK was only ever graded either amber or 
green and that intelligence in relation to Greenpeace was almost always graded green 
because it was seen on the desks as a charity, which did not pose a threat.  

 
156. He further stated that even the Greenpeace direct action unit were not of much interest 

to the intelligence desks, because they just wanted to cause embarrassment or 
reputational damage to those, they believe were damaging the environment and were 
not a real threat to public order.  

 
157. Having said that however, he went on to say that he recalled the desks sometimes 

received intelligence in relation to individuals of marginal interest that he considered 
disproportionate. He said that he believed that this was due to overzealous analysts or 
inappropriate covert actions taking place because the unit was chaotic and poorly 
managed. 

 
158. Officer India said that he recalled a period in 2013 when information, he believed, of a 

quality that was not proportionate to the threat level deriving from Greenpeace was 
received. In his view, this information came from disproportionate, intrusive and 
possibly covert techniques. He said that during this time, he recalled this 
disproportionate intelligence giving the unit prior knowledge of a direct-action event. He 
would not elaborate on what this event was however. 

 
159. He gave a further example this time in 2014, of intelligence received about a university 

professor and his children who was identified as wanting to join a protest march. He 
said that he put this down to the person compiling the intelligence being overzealous. 

D198 
160. One of the people mentioned in the anonymous letter was Complainant Pink who was 

a Senior Lecturer at the University of the West of England. Because of the potential 
similarity to Officer India’s example, searches were conducted of Officer India’s email 
account to ascertain whether there was any mention of him by Officer India. No 
connection was found. 

 
161. Officer India gave a third example, of when in March 2015 the anti-nuclear protesters 

at Aldermaston had a ‘Knit for Peace’ and made a scarf seven miles long. He said that 
he received intelligence from what appeared to be a CHIS and, in his view, there was 
simply no need for this highly intrusive level of intelligence as this activity posed no 
threat. Officer India stated that he raised his concerns about this with his line manager 
Officer Golf. 

D190 
162. A search of Officer Golf’s email account using the variations on the spelling of 

Complainant Pink’s name and the words “Knit for peace”, in combination and 
individually, did not show any positive results. 

 
163. In relation to journalists, Officer India said that he recalled one weekend receiving high 

grade specific intelligence he felt was disproportionate. It was sourced from a man who 
was a journalist “in the wider sense of the term”. This intelligence was in relation to a 
Greenpeace direct action that subsequently occurred during the following week and 
because of the quality of the intelligence he thought that it must have come from either 
a CHIS or covert online source. He declined to elaborate further on this or link it to the 
Greenpeace direct action he had previously mentioned which occurred in 2013.  
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D240 
164. A search of open source material looking for a direct-action protest that may have fit 

the criteria described by Officer India did not definitively identify the Greenpeace direct 
action mentioned. A request made to Greenpeace to identify the number of direct 
actions stopped by police from happening in the UK during 2013 and 2014, prompted 
the reply that none of the 23 direct actions they conducted in 2013/14 were 
compromised. 

D198 
165. A search of Officer India’s email account using the names and passwords in the 

anonymous letter did not return any results relevant to the allegations. 

D197 
166. A search of the MPS Tribune records and the ‘Right-line’ officer complaint system both 

failed to identify any complaints made by Officer India. 

 

> Officer Juliet 

D171 
167. Officer Juliet worked in the ASH, but primarily on the environmental desk. Similarly, to 

Officer Golf, he confirmed through his solicitors that in the event of his being compelled 
for the purposes of being interviewed as a witness, he would decline to answer 
questions.    

 

> Officer Kilo 

S18 
168. Officer Kilo was initially in the NDEU before joining the NDEDIU when it was formed in 

2013. Between May 2013 and September 2015, he worked in various roles in the 
NDEDIU including as a desk sergeant overseeing the environmental intelligence desk 
and in the SPoE. 

 
169. He stated the NDEDIU’s national remit and function was to gather intelligence on 

individuals and groups who it was believed intended to cause disorder or criminal 
offences at protests. He said that the ASH was tasked with online research xxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx  

 
170. Officer Kilo stated that as part of his job in the NDEDIU he had facilitated tasking 

requests by assessing their proportionality and legality before passing them on 
electronically to relevant inboxes within the unit to be actioned.  

 
171. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx. 

 
172. Officer Kilo stated that if an intelligence picture of a specific event was required, 

officers would build up an intelligence picture of an individual or a group and produce 
an analytical report. He stated that he would review this report before sending it to a Dl 
or DCI to sign off. The report would then be passed to the relevant force dealing with 
that particular event to assist in their policing plan. 
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173. Officer Kilo described an audit process when officers raised intelligence actions. This 

consisted of officers making written requests specifically identifying who they were 
asking for information, what that information was and what purpose it was for. This 
audit process was to provide a further level of supervision 

 
174. Officer Kilo stated that during his time working in the unit he did not have any 

knowledge of intelligence gathered from private email accounts or any tasking that 
would have been associated with this. 

 
175. In relation to journalists, he stated the unit did not collect information on them unless 

they had committed a criminal act that fell under the unit’s remit, although articles 
written by journalists, were used as open source intelligence. 

 

> All Source Hub  

 

> Officer Lima 

S17 
176. Officer Lima initially worked on thematic desks as an intelligence analyst for the NDEU 

and, when the unit merged with others to form the NDEDIU, he worked on a thematic 
desk before moving to a position in the ASH in September 2014 where he reported to 
Officer Foxtrot. 

 
177. Officer Lima described the role of the ASH as acting in an intelligence coordination 

role, adding value to existing intelligence received from regional police forces by using 
open source intelligence gathering techniques.  

 
178. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 

 
179. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 

 
180. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 

 
181. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxx xxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 

 
182. Officer Lima stated that email accounts were never monitored xxxxxxxxxx xxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxx accessing emails would be categorised as intrusive surveillance which 
would require a higher authorisation and that the NDEDIU did not do that kind of work.  

 
183. Officer Lima stated that he had heard of individuals, despite being closely monitored, 

overstepping the mark occasionally in relation to what kind of intelligence was 
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collected. However, he states he was never aware that anyone overstepped the remit 
of the unit by accessing and monitoring email accounts.  

 
184. When asked if he ever saw lists of names, email addresses or passwords together, he 

said no. He went on to say that he could not completely discount the possibility that 
someone could have been “rogue”, but it would have been against ethos of the unit 
and he did not think anyone would have been stupid enough to do it, because it would 
have been illegal. 

 
185. Further to this, he stated that if someone had sent a request for this kind of work to be 

done, it would have come through him and he would have said no, because this kind of 
work needed high level of authority to do and the ASH simply did not have this kind of 
authority. 

 
186. In relation to Greenpeace, Officer Lima said it was his view that harvesting information 

as described in the allegation would have been disproportionate to the threat posed by 
Greenpeace. He felt that the Police were there to detect crime and the only criminal 
activity Greenpeace were involved in was, at most, public order offences. 

 
187. Further to this, he stated that he believed he wouldn’t have got permission for intrusive 

surveillance for public order offences, because that level of surveillance is used only for 
Counter Terrorism (CT) risks or potential loss of life and the direct actions by 
Greenpeace were nowhere near that level. 

 
188. Officer Lima was asked about a cadre of technical innovators within the ASH. He 

stated that it was led by him, with Police Staff November as his deputy. He stated the 
ASH was his idea, and the group reviewed information from seized technology such as 
laptops. He said that although they received training on how to do this, they only did it 
twice because other teams within MPS were already doing similar work, and that it was 
discontinued after about 6 months. He said that there were two other people in the 
group, an Asian man and a Scottish man, but he could not remember their names. 

 
189. He said that he was shocked by the allegations contained in the anonymous letter and 

that he was not aware of anything like that going on, even anecdotally. He observed 
that it would have been totally against training and that “people volunteered to go onto 
the ASH, you weren’t drafted in. People wanted to be there as it provided good career 
progression. We never outsourced any work and I never heard of any requests made 
by the NDEDIU to other agencies for help of any kind in relation to sourcing 
passwords”. 

 

> Officer Mike 

S25 
190. Officer Mike worked in the ASH in the NDEDIU from May 2013 to September 2015. He 

stated that the focus of the ASH was to support the thematic desks in gathering 
intelligence through openly available material on social media and websites. 
Consequently, the thematic desks were the source of the majority of their taskings. 
They were however, also tasked by regional police forces and both counter terrorism 
and domestic extremism services. 

 
191. Officer Mike described the ASH’s approach to gathering intelligence as “agile” and 

included, xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxx 
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xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxx 
xxxxxxxxxxx 

 
192. Further to this, he explained that intelligence was gathered using a variety of methods 

in the ASH xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxx 
xxxxx xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxx xxxxx 
xxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx. 

 
193. Officer Mike stated, if intelligence was required about a specific individual, the ASH 

would only look at material openly available to all users of any particular social media 
platform. However, this kind of activity was strictly controlled and for this type of action 
to take place regularly then an application for directed surveillance authority (DSA) 
needed to be made.  

 
194. Officer Mike stated that these applications were rare and only a few were ever 

generated and granted. In the few cases a DSA was generated, the authorising officer 
needed to be specific about the reasoning, methods and material that could be 
monitored. 

 
195. He further stated that, because of the legislation and policy regarding what personal 

information could be accessed by the unit, the direct monitoring of individuals was 
avoided xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx. 

 
196. Regarding other methods employed by the ASH to gain intelligence, Officer Mike 

stated that he recalled a time when it was decided that there was a need to expand the 
capability within the unit to examine hard drives seized during police activity. He 
explained that he, along with three others in the unit, attended two training courses in 
September 2014 to enable them to use a software package to access seized hard 
drives.  

 
197. However, he went on to explain that it was discovered following the training he 

received that this function was being carried out by other units within MPS, so the 
funding for this was dropped. This meant that he never used the skills he had learnt on 
the course and to his knowledge only a couple of hard drives from seized devices were 
ever examined by people in the ASH. 

 
198. ASH staff had a degree of oversight and supervision provided by the direct monitoring 

of what staff did by line management. In relation to the computers used by the staff, 
however, there was no technical oversight. This was because of the way the systems 
administration had been set up. The stand-alone server used by these computers had 
not been configured and consequently electronic records of what was being accessed 
and by whom were not recorded. 

 
199. Officer Mike was asked if he recognised anything in the allegations under investigation 

as happening in the NDEDIU. He stated, “I never saw any lists of names and email 
addresses and passwords and was not aware of any email accounts being monitored.”  

 
200. When asked about Greenpeace or other environmental activists Officer Mike went on 

to state, “I am personally not aware of any intelligence, risk or threat information that 
would support the use of the tactics described to me”. 

 
201. He described Greenpeace as having a corporate structure and carrying out risk 

assessments before undertaking any direct actions. He believed their aim was to court 
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positive publicity for the environmental cause and they did not hurt people or cause any 
serious or lasting disruption.  

 
202. He stated that as far as he was concerned the allegations under investigation were 

without foundation and that he had not seen any signs of the monitoring of email 
accounts and that he did not know of anyone in the ASH who would have illegally 
monitored an email account. 

 

> Police Staff November 

S27 
203. Police Staff November had a background as an SO15 Counter Terrorism Technical 

Officer working with forensic data, network investigation and covert intelligence. He 
joined the NDEDIU as a member of the ASH in May 2013 and remained there until 
February 2014. 

 
204. He described the aim of the ASH was to add value to significant intelligence, by 

conducting searches of open source websites and social media platforms using 
commercially available software packages. The information generated by these 
searches would be processed manually by a researcher into the form of an intelligence 
report by either discarding information or determining information as significant. 

 
205. This process would have involved a reasonable amount of digging; checking social 

media platforms and the National Special Branch Intelligence System (NSBIS) the 
SO15 and NDEIDU databases. Once this had been done, the data would then be 
forwarded on to the appropriate thematic desk. 

 
206. Police Staff November described taking up a more technical role with two others in the 

ASH which required him to access and assess data on devices seized when police had 
exercised warrants during raids. This included technology such as computers & mobile 
phones, some seized as many as 4-6 years beforehand. These devices would contain 
intelligence including email accounts, social media profiles and usernames. 

 
207. He went on to explain that although he would have been able to view emails 

downloaded to the device he was examining, he would not have had access to the 
password for that account, and therefore would not have been able to access the 
account on the cloud. He further stated, “I was never tasked to access an email 
account whilst working within the ASH.” 

 
208. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx.  

 
209. In relation to Greenpeace he stated that he did not recall anything specific to 

Greenpeace being tasked within the unit. Although they were viewed as a group of 
interest, they were not particularly high on the agenda. He recalled that on one 
occasion there was particular interest in a direct action to do with a whaling fleet, 
undertaken by the vessel Rainbow Warrior, but other more extreme and disruptive 
groups were seen as more of a priority. 

 
210. When asked if he could recall any intelligence that would have pre-empted a direct-

action regarding Greenpeace he said that he could not, nor could he recall any specific 
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intelligence coming from a journalist. In relation to journalists he stated that as far as he 
was aware, the unit were never tasked to monitor members of the press because they 
were well known to be off-limits. 

 
211. In relation to passwords for email accounts being sourced from Indian counterparts he 

said that his feeling was there would be no point as, if necessary, there is the capability 
to source passwords in the UK, under the Interception of Communications Act by using 
covert and technical surveillance.  

 
212. In addition, he stated that he did not see how someone from within the unit would get 

the authorisation to do this kind of work and, if they did it without authorisation, he 
could not see how anyone would be able to go undiscovered. The ASH was such a 
new unit, it was highly scrutinised with work processes robustly monitored by DI’s and 
DS’s. 

 
213. Having said all this however, Police Staff November stated that although most activity 

conducted by members of the ASH was electronically logged, there were loopholes 
within the software used. This meant that in theory, if someone had accessed an email 
account, it would not necessarily have been logged. 

 
214. Police Staff November concluded by stating that he was never asked to access email 

accounts and that he never saw documents with lists of names, email accounts or 
passwords. 

 

> Police Staff Oscar 

S11 
215. Police Staff Oscar co-managed the ASH in NDEDIU with Officer Lima for just over a 

month from May 2013, when the unit was set up, until June 2013. His role was Open 
Source Manager. He had previously worked in earlier incarnations of the unit from 
2007. He described his role as being quite detached from the day to day intelligence 
handling work, and not having a data management role, but consisted of showcasing 
the unit’s use of technology to other police forces and liaising with interested forces. 

 
216. This role developed into being the link between the ASH and other forces. Although, 

his main role was to provide advice on how to use the software systems to senior 
managers, he stated he would sometimes act as the conduit between a force and the 
ASH when specific intelligence about an individual group or issue was needed. 

 
217. He stated that his experience and training gave him a good knowledge of the legal 

boundaries that restrained police activity in relation to accessing social media. 

 
218. He described the membership criteria of the ASH not necessarily being based on 

technical ability or knowledge of handling intelligence. Consequently, all staff received 
training which focussed on RIPA and directed surveillance with the aim to “teach 
individuals to know when not to cross the line for what was legally permitted for 
monitoring.” Additionally, he referenced Police Staff November as providing on going 
extra RIPA support for officers working on the unit. 

 
219. Additionally, he stated, that the methods which were employed in the ASH all strictly 

targeted open source data only and it was always clear what the legal restrictions 
were. 
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220. Police Staff Oscar was asked if he had ever seen email addresses and passwords as 

part of the intelligence he may have seen. He stated that he did recall seeing email 
addresses and passwords together but could not recall whether this was during his 
time in the ASH, or while working as a researcher earlier in his career. 

 
221. He further stated that he had no recollection of receiving any intelligence regarding 

direct actions of environmentalists or Greenpeace specifically. Further to this point, he 
stated that type of intelligence would have usually come through a CHIS, rather than 
open source and “there would be no information received ‘out of the blue’.” 

 
222. He stated that hacking email accounts, for most people in the ASH, would have been 

beyond their technical abilities. However, he did not completely rule out the possibility 
that it could have happened. Although he emphasised that people knew the boundaries 
they were required to work within, he never saw it happening, nor was he aware of 
anyone tasked to gather information in this way. 

 
223. In relation to connections between the unit and India, Police Staff Oscar stated he did 

not recall seeing any intelligence coming from India, and he could not think what a link 
with India could have been. 

 
224. In regard to journalists, Police Staff Oscar stated he had no knowledge of journalists 

being monitored, and he could not recall seeing any journalism-specific intelligence. 

 

> Police Staff Papa (Police Staff xxxxxx of the ASH xxxxxxxxxxxxxxxx) 

 
225. Police Staff Papa helped to develop the ASH when it was initially developed in 2012 as 

part of the NDEU, and was xxxxxxxxxxxxxxxxxxxxxxxxxxxxxx (Police Staff) during its 
operation as part of the NDEDIU. 

S26 
226. He stated in a statement provided to the IOPC that he was responsible for xxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx. He described the operational working 
model for the unit as intelligence, locally gathered by regional forces regarding 
domestic extremism.  

 
227. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx Analysts 
or staff within the ASH would not know the source of the intelligence they worked with.  

 
228. The thematic desks gained direct internet access sometime between 2013-2016 but 

did not have access to the open source analytical tools used in the ASH. Police Staff 
Papa stated that he did not know if this access was monitored or overseen by anyone.  

 
229. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxx xxxxxx 
xxxxxx xxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 

 
230. He further stated that the ASH was not about hacking, it was about using open source 

data to conduct research. The staff working in the ASH received open source training 
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which included being trained in RIPA legislation and they were trained in the legal 
boundaries in relation to their actions. Taskings and work were recorded. 

 
231. Police Staff Papa was asked whether intelligence or data from international security 

services was received into the ASH. He stated that he could not remember ever seeing 
any in the ASH and could not imagine any coming through directly to the ASH. If 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxx 

 
232. Police Staff Papa, in response to being asked about international delegations visiting 

the ASH, stated that the ASH had lots of international visitors because it was seen as a 
centre of excellence for the type of work they were doing. The visits would normally be 
organised by the CT Liaison Office or via CT network senior management. 

 
233. Police Staff Papa was specifically asked whether a delegation from India visited the 

unit. He stated that he could not recall anyone from India coming, but did say there 
were a lot of visitors, and he was not completely certain.  

D256 
234. MPS International Operations have records of who visited from abroad on electronic 

records back to 2014. No record of visitors from India coming to the NDEDIU or the 
ASH in 2014/15 were recorded. This was qualified by the MPS who stated that there 
are occasions when units are approached directly, and visits undertaken, but not 
recorded centrally. Before 2014 no electronic data was kept on visitors to the xxxxx 
xxxxx offices where the NDEDIU were based. 

 
235. Police Staff Papa was also asked if he had ever visited India or had contact with Indian 

security services. He stated that he was formally invited as speaker to the International 
Association of Chiefs of Police (IACP) Asia Pacific Regional Conference in New Delhi, 
and that he had had no known contact with Indian security services while he was there. 
He also stated that he has not had any ongoing relationship with anyone in India since 
his trip there. 

D121 

D172 
236. Home Office ‘authorisation to travel’ documents support his assertion that he was a 

speaker at this conference which took place between 7 and 13 September 2013. He 
was the only person from the unit to have an authorised visit to India. 

 
237. Police Staff Papa was asked about the allegations contained within the anonymous 

letter regarding emails and passwords. He stated that this kind of work was not in the 
remit of the ASH, not within the ASH capability, and the staff did not have the skills. If 
this had happened there would have been a full electronic paper trail of product and 
authority. 

D174 

 
238. He went on to state that he was shocked when the allegations first became public and 

could not see how it could have happened because there would have been an 
electronic paper trail and/or a financial audit. Further to this he pointed out that email 
account passwords were freely available on internet websites such as 
“haveIbeenpwned” and the anonymous allegation could be malicious and have come 
from outside the MPS.  
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> The SPoE 

 

> Police Staff Quebec 

 
239. Police Staff Quebec joined the NDEDIU XXXXXXxxxxxxXXXX XXXXXXXXXXXXXXXX 

SPoE which was a small, highly security vetted team. He left in XXXXXXXXX XXXXXX 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxx. 

 
240. He stated the role of the SPoE was to review intelligence documents to safeguard their 

source, then send sanitised intelligence out to the thematic desks. He emphasised that 
during his time heading the SPoE, he had the attitude that there should be nothing 
done “against democracy" and believed that anything not permitted would have been 
highlighted to him and that the sources of suspect intelligence would have been 
challenged. 

 
241. Police Staff Quebec stated that he never saw anything that looked like it had come 

from a hacked email account. The reason for this was that he said that raw intelligence 
rarely came directly into the unit. Intelligence content would usually come into the unit 
from regional xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 

 
242. In relation to email passwords, Police Staff Quebec stated that although he had seen 

lists of email addresses, because a RIPA application could produce this type of 
intelligence, he could not recall any passwords being received. 

 
243. Police Staff Quebec was asked if he could recall any departmental connection with 

Indian counterparts to which he stated, “As far as I am aware from within the 
extremism team, absolutely not”. 

 
244. With regard to someone within the unit using passwords to illegally hack emails 

accounts Police Staff Quebec pointed out that “if someone was doing that, they 
wouldn’t shout about it or be obvious about it”, but “The hacking of the emails sounds 
wholly farfetched and doesn’t sound remotely credible” 

 
245. Police Staff Quebec was asked specifically what interest the NDEDIU had in 

Greenpeace He stated that there was some interest due to public safety elements due 
to their protest work, but he could not recall them ever being a priority within the unit. 

 
246. In addition, Police Staff Quebec was asked whether he could recall receiving any 

intelligence that he considered disproportionate in relation to Greenpeace or other 
environmental protesters. He stated that he could not remember anything 
disproportionate related to Greenpeace specifically, although during his time in the unit 
he had sent intelligence he believed was disproportionate back to its source and had 
had conversations about what happened and why it was not acceptable with the 
person responsible. 
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> Police Staff Romeo 

S20 
247. Police Staff Romeo was a SPoE supervisor in the NDET before its amalgamation with 

other units to form the NDEDIU in 2013. Following the amalgamation, he continued in 
this role.  

 
248. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 

 
249. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxx 

xxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 

 
250. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxx 

xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxx 

 
251. He further stated that most of the intelligence received was submitted in intelligence 

report form. It would have been very unlikely that he would have seen primary sources 
of intelligence such as emails.  

 
252. In regard to the intelligence the SPoE received concerning environmental activists, 

Police Staff Romeo stated that he could not think of any changes in reporting or style of 
reporting that specifically stood out as unusual. 

 
253. Police Staff Romeo stated that the alleged hacking of email accounts could not have 

taken place in the SPoE because there would have been little or no opportunity to do it. 
They were always short staffed, and everybody always knew what everyone else was 
doing.  

 
254. He further stated that the only place would have had the opportunity to undertake such 

activity would have been the All Source Hub (ASH). This was because ASH staff had 
regular unsupervised access to the external internet. 

 
255. In relation to the allegation that email accounts of environmental activists were 

accessed using passwords and that these accounts were monitored to get prior 
knowledge of direct actions and protests; Police Staff Romeo stated, “This is not a 
tactic that I was aware of anyone using during my time in the NDEDIU”. 

 
256. Regarding a connection between the NDEDIU and India or journalist being a target of 

intelligence gathering, Police Staff Romeo stated that he could not recall any Indian 
links or anything specific that related to intelligence originating from journalists. 

 
257. Police Staff Romeo was asked if Greenpeace was considered a priority in relation to 

the work being conducted by the NDEDIU. He stated that “Greenpeace were never 
considered to be one of the extremist groups. They were all about climbing up towers, 
demonstrating at nuclear power stations. Their thing was incapacitating and 
embarrassing businesses and organisations which they deemed to be harming the 
environment. I don’t think they threatened life. Greenpeace were not seen as an 
extremist group.” 
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> Police Staff Sierra 

S19 
258. From 2011 to May 2014, Police Staff Sierra acted as the SPoE gatekeeper for 

intelligence exiting the NDEU and subsequently the NDEDIU. Her role involved quality 
assuring documentation received from thematic desk officers by checking that dates 
matched, looking for grammatical errors, etc, before disseminating the intelligence to 
recipients outside the unit, such as regional police forces. 

 
259. With regard to intelligence relating to the organisation Greenpeace and environmental 

activism, she stated that “We would have had intelligence reports relating to 
Greenpeace, fracking, that sort of thing” but “I’m not aware of emails being hacked or 
anything relating to e mail accounts and passwords from India”. 

 

> Police Staff Tango 

S22 
260. Police Staff Tango joined the NDEU, later the NDEDIU, during the London 2012 

Olympics as an Intelligence Assessor within the SPoE. He currently works in the same 
role for a unit that superseded the NDEDIU. He acted as a gatekeeper for data coming 
into the unit by making assessments of intelligence based on whether the information 
was relevant, fit for purpose and fit for the NDEIDU. This included quality checks, e.g. 
dates, times, events and titles were correct and whether intelligence was in the correct 
format and on the right form.  

 
261. He stated that if the intelligence fit all the criteria required, it would then be forwarded 

via NSBIS to the thematic desk officers who would determine its worth.  

 
262. Police Staff Tango was asked specifically whether he had even seen documents made 

up of lists of emails and passwords. He stated that he had no recollection of seeing 
intelligence that took this form.  

 
263. In regard to any connections between the unit and India, he stated that he knew that 

visitors came in and out of the unit, but he had never had any contact with anyone from 
India as part of his work. 

 
264. Police Staff Tango was also asked about intelligence from journalistic sources or about 

journalists. He stated that he did not recall seeing any intelligence relating to a 
journalist. However, outlined that if the information had been sanitised by the originator 
prior to it being sent to the SPoE, then he would not have been able to tell if something 
was initially received as an email or from a journalist. 

 

> Police Staff Uniform 

S21 
265. Police Staff Uniform joined the SPoE in September 2012 as an Intelligence Assessor 

within the SPoE and worked there until October 2014. In relation to the allegations 
under investigation she stated, “I have not heard of anything like what is described 
happening.”  
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> Document searches 

 

> Op Herne and Op Elter 

 
266. Since October 2011, the MPS have been conducting a review of the use of undercover 

officers. This review has two investigation strands, Operation Herne, the investigation 
into the alleged criminality and misconduct of the Metropolitan Police Special 
Demonstration Squad (SDS) and Operation Elter, the investigation into the alleged 
criminality and misconduct of the National Public Order Intelligence Unit (NPOIU) a 
predecessor to the NDEDIU.  Op Herne is focused specifically on the MPS and Op 
Elter has a national remit. 

 
267. A vast array of material has been collected by the review, in a variety of formats, 

including both written and electronic material from sources across the MPS. This 
includes the offices of the NDEDIU and its predecessors in XXXXXXXX.  

 
268. All this material has been placed onto either the Op Herne, Home Office Large Major 

Enquiry System’ (HOLMES), or in the case of hard copy, it has been scanned onto 

ALTIA, a platform which allows the material to be viewed electronically.  

D260 
269. Additionally, in excess of 200 electronic exhibits such as hard drives have been 

collected and these have been forensically imaged and loaded on to a system called 
AD Lab, which allows them to be searched and reviewed.  The material has become 
available to search by key words, in 3 phases, from 2014 to December 2018. It has 
been estimated that Op Herne and Op Elter have in excess of 40 million searchable 
documents.  

 
270. It was decided from the beginning of this investigation, that due to the potential of 

sensitive intelligence, any potentially relevant documents resulting from keyword 
searches would be assessed by being placed on a disc and viewed by the IOPC on Op 
Herne/Elter equipment in the enquiry’s offices at the MPS Empress State Building in 
Earls Court. This would negate any risk relating to taking sensitive material out into a 
nonsecure environment. Any material following this assessment which the IOPC 
decided was relevant would be supplied to the Lead Investigator (LI) on an encrypted 
disc. 

 

> First search (Op Herne and Op Elter’s HOLMES and ALTIA databases, 
plus Phase One of technical exhibits) 

 
271. If the allegations in the anonymous letter were true, there potentially could have been 

documents held by Op Herne which contained the names and passwords from the 
letter. These names and passwords therefore were the first search terms used. 
Additionally, the search terms “NDEDIU” and “India” were also used. 

D74 
272. The first assessment of documents resulting from these searches took place XXXXXX 

on 3 August 2017. The search conducted was of the hard copy documents uploaded 
on the ALTIA and the HOLMES accounts for both Op Herne and Op Elter. Additionally, 

https://www.computerworlduk.com/news/it-business/14228/police-improve-cross-force-data-sharing-with-updated-investigation-system/
https://www.computerworlduk.com/news/it-business/14228/police-improve-cross-force-data-sharing-with-updated-investigation-system/
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the first 43 technical exhibits (Phase One) held by Op Herne, out of the 200+ were also 
searched. This was because the remaining technical exhibits had not been made 
searchable at this time. 

S1a  

R2 
273. The search results for the Op Herne, HOLMES and ALTIA accounts showed that there 

were no positive hits shown for the passwords. For the Op Elter HOLMES and ALTIA 
accounts either one positive hit was shown or none for each password. When the 
positive hits were assessed they were all the same document, and this was the request 
letter containing the passwords sent from the IOPC to The Chief Constable of 
Derbyshire Mick Creedon who was heading the investigation at this time. 

 
274. In relation to the searches for the names on the Op Herne, HOLMES and ALTIA 

accounts and the technical exhibits, these returned tens of thousands of documents, 
most of which appeared to be outside the date ranges of the life of NDEDIU, or were 
referring to people of the same or similar names. After discussing this with the Op 
Herne staff member conducting the searches, it became apparent that there were 
several ways in which search terms could be typed in to the database, depending on 
how targeted the search was required to be. Due to the number of returns, a more 
targeted strategy was determined to be necessary for any practical assessment. 

 
275. On 14 August 2017, having taken advice on how to make the search terms more 

targeted by linking the name and password together, further searches using a “[name] 
+ [password]” search term was conducted on Phase One of the technical exhibits.  

D73 
276. A report was produced by Op Elter on 13 September 2017, stating that the search had 

produced no trace of any of the “[name] + [password]” combinations.     

 
277. No documents relevant to the investigation had been discovered on the Op Herne 

databases from using either a [password] from the anonymous letter or a [name] + 
[password] combination.  

 

> Second search (Op Herne and Op Elter’s HOLMES and ALTIA 
databases) 

 
278. Following receiving further information, which included email addresses, from the 

complainants via their solicitors, it was decided that if the allegations in the letter were 
true there may be emails held by Op Herne. 

D227 
279. A request was made on 17 November 2017 for the Op Herne databases to be 

searched again using 20 email addresses relating to seven of the complainants. 

 
280. This search produced 625 electronic files. These files were assessed by the LI to 

ascertain whether they contained any evidence which suggested that the email 
accounts of the complainants had been accessed by the MPS.  

D189 
281. The files contained a wide variety of material; including lengthy documents, 

photographs and reports, most of which were highly sensitive. A small number of the 
files could not be opened. An examination of the files began on 20 December 2017 
using the 10 names in the anonymous letter as the basis of key word searches within 
documents where possible.  
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282. Initially only the LI had the appropriate security clearance and background knowledge 

to view and assess the material, so progress was relatively slow. Additional resource 
was provided, and the review of these documents was completed in May 2018. 

 
283. Due to the highly sensitive nature of the some of the material, specifics relating to each 

document were not recorded. A record of whether the document was relevant in 
relation to the criteria set out in paragraph 273 above, as well as any other non-
sensitive information, including any date relating to when the material was produced.  

 
284. On examination these files ranged in date from 2007-2012, so did not contain any 

documents directly related to the NDEDIU. As there was no way to establish the date a 
document was produced without reading it, this did not become apparent until after the 
documents had been assessed.   

R14 
285. 54 files were not able to be viewed because they had corrupted, or it was not possible 

to identify the software needed to open the file.  

R15 
286. The review of these documents did not reveal any evidence that the email accounts of 

those named in the anonymous letter had been accessed. The majority of the files 
were related to three people named in the anonymous letter; Complainant Orange, 
Complainant White, and Complainant Blue. This showed that during the period 2007-
2012 these three individuals were persons of interest to the predecessor units of the 
NDEDIU, because of their links to environmental direct actions.  

 
287. However, a 2011 assessment report on the threat of crime and disorder posed by 

domestic extremism to the energy sector, the view expressed in relation to 
environmental protesters and specifically Greenpeace, was that the majority were 
“non-confrontational, peaceful and lawful”. 

 
288. Of the other people named in the anonymous letter, Complainant Gold, did not produce 

a positive result at all, and the remaining 6 people were only mentioned briefly in a 
relatively small number of the documents examined. They did not appear to be of any 
significant interest to the NDEDIU or its predecessors. 

 

> Third search (Phase Two of technical exhibits) 

D228  

 

D229 

 

289. On 26 February 2018, following confirmation by Op Herne that the outstanding 
technical exhibits had been uploaded to AD Lab, additional search terms were 
provided to conduct more searches.  

D231 
290. However, due to technical issues, these searches were not able to proceed until mid-

April and results were not received until mid-May. 

 
291. The initial review of the resulting documents was carried out by IOPC researchers 

during the week commencing 15 May 2018, with a dip sample of material undertaken 
by the LI in June 2018. 

 
292. The key word search terms included the names and passwords from the anonymous 

letter, and the 20 known email addresses of seven of the complainants that had been 
previously used. Additionally, following the interview with Officer India, the terms “knit 
for peace”, “peace scarf”, “john Osbourne” and “fracking” were also added as he had 
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stated that he felt some of the intelligence he received in relation to connected 
protests was disproportionate. 

 
293. A google search of environmental direct-actions in England and Wales during the time 

frame the NDEDIU was active, identified a fracking-related event as potentially 
matching his description. 

 
294. An additional search to explore the potential link between Police Staff Papa and India 

was conducted using the linked search terms; “NDEDIU”, “papa” and “india”. This was 
because the term “india” searched in isolation produced thousands of irrelevant 
results. 

R8 
295. The assessment of the results of these searches identified some potentially relevant 

emails belonging to Complainant Orange on one of the technical exhibits. The exhibit 
consisted of 57 discs seized by Op Elter from the former offices of the NDEDIU Xxxxx 
xxxxxxxxxxxx. The exhibit was catalogued as LCO/4 and each disc was given an 
additional number in order to identify it. The emails were found on LCO/4-1. 

R10 
296. Further assessments were conducted on LCO/4-1 in June 2017 during which tens of 

thousands of Complainant Orange emails were identified. A dip-sample exercise was 
carried out which identified relevant emails. They were dated from 2006 to 2009 and 
included emails from Complainant Orange to himself and emails where the chain 
ended with Complainant Orange. 

 
297. It was difficult to account for how these emails could have come into the possession of 

the MPS, because the email chains end with an email received by the complainant. 
Copies of these 48 emails were requested from Op Herne on 3 July 2017, with a 
request for Op Herne to examine their databases to establish the provenance of 
LCO/4-1. A disc with the 48 emails was supplied on 9 July 2017, and on 12 July 2017 
Op Herne supplied a briefing note which gave a provenance to LCO/4-1. 

D152 
298. The briefing note stated that the origin of LCO/4-1 was the 4th floor xxxxxxxxxxxxxxx 

xxxxxxxxxxxx and that the technical exhibit was one of 57 disks seized by Op Herne. 
The exhibit label on the disc when it was seized recorded the operational name 
XXXXXX and stated that it was produced on 16/09/2009 as a copy from an original 
exhibit reference DH/01. There also was a post-it-note on the disc, stating 
"Complainant Orange's Computer".  

 
299. The briefing note went on to explain that XXXXXXX was a Kent police-led investigation 

arising from a Greenpeace direct-action on Sunday 21st June 2009. This direct-action 
comprised of activists using rigged hulled inflatable boats to illegally board a bulk 
freighter ship in the River Medway carrying coal to Kingsnorth power station.  

 
300. Complainant Orange was part of this direct action and was arrested by police. At the 

time of his arrest, his laptop computer was seized along with other electronic devices, 
such as phones and satnavs. The content of the laptop was then downloaded, 
including all the emails on the computer. What happened to the computer after the 
download was not known.  

D166 

D165 

D164 

D163 

301. As a result of this, contact was made with Kent Police to ask for further information in 
regard to the seizure and downloading of Complainant Orange’s computer. They 
provided the production statement of the PC who seized the laptop, and three 
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S24 documents taken from Kent Police’s XXXXXXX HOLMES account. This does not 
definitively account for the creation of the LCO/4-1 disc, however it does suggest that 
DH/01 was sent to the NDET, a forerunner of the NDEDIU.    

R11 
302. Op Herne gave further support to this by locating a Major Incident Enquiry officer’s note 

book in their archive, in which there is mention of XXXXXXX, and Complainant Orange. 
It stated that the computer seized from Complainant Orange was being analysed.  

 

> Fourth search (Phase 3 of technical exhibits) 

D233 

D193 

D194 

303. On the 31 July 2017, further search terms were given to Op Elter for Phase 3 of the 
technical exhibits. These included the names and passwords from the anonymous 
letter.  

R13 
304. After the Phase 1, Phase 2 and Phase 3 searches of the technical exhibits uploaded to 

Ad Lab; 108 documents potentially relevant documents were identified in relation to 
passwords and 332 documents in relation to the names.  

D234 

D235 

D259 

305. The passwords related documents were initially assessed on 23 August 2018, and 
none were deemed to be of relevance. However, there were two very large files that 
could not be opened, so a request was made for these files to be converted that could 
be. Op Elter had technical issues in complying with this request meaning the final 
verification of the password searches did not take place until 30 October 2018. When it 
did, no relevant documents were identified. 

R23 
306. The name related documents were examined, and a review conducted to ascertain 

whether any evidence could be found which suggested that email accounts had been 
accessed by the MPS. A report was completed on the 6 November 2018. The majority 
of the 332 files identified by the initial search related to Complainant Orange, 
Complainant White and Complainant Blue. In order that a proportionate review was 
conducted, a dip-sample of the results relating to these three individuals was 
conducted. 

 
307. The results for the other names were so few that all of these positive returns were 

examined. No documents of any relevance were identified. 

 

> Fifth search (Search of Op Herne’s HOLMES account using names in 
anonymous letter)  

R24 
308. By December 2018, there had been a lot of searches conducted and, due to the 

experience gained by doing this, it was identified that the first search conducted used 
the “names” and the “names + password” from the anonymous letter. The names had 
produced tens of thousands of results. Now with experience of conducting many 
searches of the Op Herne and Elter databases it was thought that the large number of 
results may have occurred because of the way the search terms were constructed and 
to be sure the databases had been searched properly, it was decided to rerun that 
search again using “first name + surname” as one search term, rather than individual 
first name and surname searches. 



 

39 

 

 
309. The search returned, after discarding duplicates and documents that had been 

reviewed already, 41 potentially new relevant documents. These were reviewed on 13 
November 2018. No relevant documents were identified. 

 

> Sixth search (Kandy computers) 

D222 

D223 

S32 

310. On 28 November 2018, the IOPC Op Hibiscus investigation shared that a witness had 
made reference to a document file referred to as the “Kandy Computers file”, which 
contained information about links to foreign intelligence services, and was kept in the 
IT safe in the NDEDIU offices xxxxxxxxxxx. This file appeared to have relevance to 
IOPC Op Gilbert enquiries about links between the NDEDIU and foreign intelligence 
services. 

D239 
311. Initial enquiries with the MPS proved unsuccessful, as although it was admitted that the 

file existed, efforts to find it failed. However, it later became apparent that the file had 
been amongst the documents seized by Op Herne/Elter from the NDEDIU offices xxxx 
xxxxxxxxxxxxxx. 

R21 
312. A request was made to Op Herne for the file, and the 38 documents it contained were 

reviewed on 21 January 2019 to assess them for relevance to the Op Gilbert 
investigation.  

 
313. The file concerned a Sri Lankan IT worker who had a dispute with the MPS in relation 

to work they carried out, and MPS’s payment for that work. The documents also 
referred to a further dispute about an apparent offer from the MPS to the worker to pay 
for Developed Vetting security clearance which was withdrawn. The dates of the 
documents ranged from 2006 to 2010 and referred to the NPOIU, a predecessor unit to 
the NDEDIU.  

 
314. The only possibly relevant information contained in the file connecting it to the NDEDIU 

and the anonymous letter was that Police Staff Papa appeared to have line 
management responsibilities for the IT worker, and that a broad interpretation of the 
phrase “Indian counterparts” used in the anonymous letter could be argued included 
Sri Lanka.  

 
315. Having reviewed all the documentation in the file it appeared that it had been inherited 

by the NDEDIU as part of the evolution of the unit from the NPOIU. None of the 
documents were determined to be relevant to the activity alleged in the anonymous 
letter. 

 

> The National Special Branch Intelligence System (NSBIS)/XXXX 

 
316. NSBIS is designed to computerise the functions carried out by Special Branch Groups, 

Nationality (OVRO), Ports and Special Branch offices. The data is held in a single 
database with access rights limited only to specified groups of officers for specific 
reasons. One of these groups of officers was the NDEDIU. Intelligence related to 
domestic extremist activity, sourced from police forces, counter-terrorism units, industry 
and open sources, was shared through, organized and recorded on NSBIS.  
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317. The NDEDIU saved all its taskings, weekly intelligence reports and 5x5x5 intelligence 

reports on the activities of individuals and groups of interest onto this secure computer 
system. 

 
318. Searches of NSBIS were carried out in a similar way to those carried out on the Op 

Herne databases, using key word search terms based on information contained in the 
anonymous letter and identified during the investigation. These were given to the 
MPS’s Public Inquiry Liaison Team (PILT) via an MPS Single Point of Contact (SPOC). 

 
319. XXXX is a secure database used to store documents with a SECRET security marking. 

It is where historical and sensitive data from the NDEDIU is stored. 

 > First NSBIS/XXXXX search 

D244 
320. On 4 September 2017, the National Counter Terrorism Policing Head Quarters 

(NCTPHQ) Information Assurance Unit (IAU) for the Professional Standards Unit within 
CT Policing was tasked to search NSBIS using the information from the anonymous 
letter the following search terms “name + password” and “password” only. Different 
levels of accuracy were employed in the search. This ranged from the exact text as 
typed, to increasing levels of “fuzziness” where approximations of the text were used. 

D72 

R3  

 

 

321. They returned with the results for this search on 19 October 2017. There were no 
positive returns for the passwords or name when the exact text was used. There were 
two returns from a name + password from a “fuzzy” search which were examined by 
the LI but found not to be relevant on 8 November 2017. 

 
322. There were 136 positive returns for one of the passwords, but when examined they 

were found to be references to names of non-relevant people or operations, not a 
password.  

 

> Second NSBIS/XXXX search 

D246 
323. On 15 November 2017, a further tasking was given to the NCTPHQ IAU to search 

NSBIS in relation to the email addresses of the complainants. 

D247 
324. On 13 December 2017, the NCTPHQ IAU came back with the result that of the 20 

email addresses used in the search, only 3 had produced a match.   

R4  

 
325. These 3 matches were assessed on 13 March 2017, and the documents highlighted by 

the search were shown to not be of relevance. 

 

> Third NSBIS/XXXXX search 

 
326. On 1 February 2018, a request was placed with the NCTPHQ IAU for them to provide 

the NDEDIU weekly intelligence summaries. Each week the NDEDIU produced a 
summary of all the intelligence they had received. This summary took the form of a 
report split into sections relating to the thematic desks’ areas of interest. The report 
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would include intelligence on domestic extremism events that had occurred and 
intelligence on events that were being planned.  

 
327. Although the intelligence in these reports had been through the SPoE process and was 

sanitised to protect its specific source, its origin was often referred to in general terms 
such as “CHIS”, “Open Source”, “Facebook”. Additionally, there were as often citations 
referencing source documents and a 5x5x5 intelligence grading on the quality of the 
intelligence.  

 
328. I worked on the premise that if the NDEDIU were illegally accessing and monitoring 

email accounts of environmental activists, there would be intelligence that would result 
from this monitoring. The nature of this intelligence and the way it had been collected 
would make it high quality as it would give prior warning of protests and direct actions. 

 
329. The NDEDIU weekly intelligence reports would therefore reflect this high-quality 

intelligence by regularly predicting environmental direct actions and raising tasks to 
prevent these events taking place. A search therefore was made of every NDEDIU 
weekly intelligence report looking for evidence that this was occurring.  

 
330. Following the task being placed with the PILT the request was actioned by the SPOC 

on 23 February 2018, and the weekly reports for the periods of March to September 
2013 and March to September 2014 were compiled on a disc consisting of 78 report 
documents on 11 April 2018.  

 
331. The documents were then viewed XXXXXX to ensure the information was kept in a 

secure environment and to avoid the possibility of any data breaches. An assessment 
was carried out on each report to identify if there had been any direct-actions that had 
been identified prior to their being carried out. If there appeared to be such intelligence 
in the report, the information relating to the source of the intelligence was examined.  

R17 

R20 
332. On 14 May 2018, a report was compiled in which all prior knowledge of NVDA was 

highlighted. There were 21 weeks over the 78-week period where the unit appeared to 
have prior knowledge of environmental direct actions or protests. This amounted to 31 
specific instances of prior knowledge of environmental protest activity. The majority of 
this intelligence was in relation to either anti-fracking or climate protest activity. 

 
333. There was no evidence that email accounts were the source of the intelligence 

reviewed, although there was one reference to a fracking protest event which stated 
that “emails suggest is co-ordinated with the New York campaigners.” The 5x5x5 
grading for this intelligence, rated it as low-grade intelligence.   

D252 
334. On 22 May 2018, a request was submitted to the MPS for a search to be conducted to 

identify the source of the “emails” identified in the review of the NDEDIU weekly 
reports that referred to co-ordinating with the New York fracking campaigners. 

D255 
335. On 13 June 2018, following a search for the intelligence, PILT were unable to formally 

identify the origin of the emails referenced in the report, but indicated it could be 
inferred from the initial reference in the NDEDIU weekly report that the emails may 
have originated from ‘Open source research from a Facebook events page called 
“Global Frackdown”. This fitted with the low 5x5x5 grading it was given. If it had been 
from a direct source, such as an email, it would have had a much higher grading.  
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D257 
336. On 3 September 2018, the National Counter Terrorism Policing Operations Centre 

(CTPNOC) were asked if they could locate any intelligence which was the origin of the 
emails referenced in the NDEDIU weekly report.  

D267 
337. They replied on 7 September 2018, stating that they had not found anything on the 

records they had searched, and that this could be down to the NDEDIU’s “review, 
retain, dispose of intelligence” policy which states that the retention of intelligence 
should be in line with national MoPI guidance.  

 

> Fourth NSBIS/XXXX search 

 
338. During the review of the NDEDIU weekly reports, it was identified that the unit had prior 

knowledge of environmental protests and direct actions. Consequently, it was decided 
that all the remaining weekly reports for the life of the unit should be examined. 

D251 

 

 

339. A request was made to provide these on 26 April 2018. They were supplied on a disc 
on the 25 May 2018 for examination XXXXXXXX.  

R25 
340. On 4 June 2018, a further 24 weekly reports were examined. There was only one 

potential instance of prior knowledge of an environmental action identified, with a 
reference in a report to “Confidential intelligence makes further reference to direct 
actions”. 

D254 
341. On 5 June 2018, a request was made to see the “confidential intelligence” identified in 

the weekly report, to see if it related to emails. 

R25 
342. On 8 August 2018, I reviewed the 5x5x5 intelligence report from which the “confidential 

intelligence” referenced in the report came from. This document talked about an 
individual who was connected to a radical environmental group that advocated 
violence. The direct-actions it referred to were non-specific and there was no reference 
to emails. 

 

> Fifth NSBIS/XXXZX Search 

 
343. During the review of the material produced by the third NSBIS search, the ASH was 

mentioned as supporting Op xxxxx, a regional police action monitoring an anti-fracking 
group, with “steady monitoring”. It was unclear what the remit of Op xxxxx was, and 
what steady monitoring entailed. Due to connection with the ASH, it was decided that 
further searches of NSBIS needed to be conducted to identify what was meant by 
“steady monitoring” and if it had any connection with email accounts.  

D250 
344. On 30 April 2018 a request for this search to be made was made to the MPS SPOC. 

D253 
345. On 25 May 2018, the result of this search came back with 973 positive hits in relation 

to Op xxxxxx, it was decided that a dip sample exercise was the most proportionate 
way to examine these documents to ascertain the scope and remit of Op xxxxx, the 
involvement of the ASH and “steady monitoring” entailed. 
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R19 
346. The initial date for a review was set at 30 July 2018, but due to technical issues with 

the NSBIS system the dip sampling exercise did not take place until 8 August 2018.  

 
347. Key word searches of the 973 documents conducted to reduce the number of 

documents that had to be assessed. The aim of the process was to identify; 

 any reference to prior intelligence of environmental direct actions 

 if the source of any intelligence referred to was an email 

 
348. The key words used were; 

 the passwords from the anonymous letter 

 “Global Frackdown”, the event referred to in the NDEDIU intelligence which 
mentioned “emails”  

 “Frack off London”, identified in a NDEDIU weekly report as being an event 
which the unit had prior knowledge of 

 “Greenpeace” 

 “email” 

 
349. Many of the documents had been seen before in other searches or were duplicates. 

There was nothing that suggested that emails or the monitoring of email accounts were 
the source of any intelligence. Steady monitoring appeared to be a reference to the 
examining of open source material. 

 

> Analysis 

 
350. The analysis of the evidence collected in this investigation falls into five broad 

themes; 

 the search for direct documentary or electronic evidence that members of the 
NDEDIU engaged in the alleged conduct 

 the assessment of whether the intelligence produced, recorded or shared by 
the NDEDIU had been sourced in the manner alleged 

 whether there was any contact, whether formal or otherwise, between the 
NDEDIU and Indian counterparts 

 whether the working environment in the NDEDIU could have allowed the 
alleged conduct to take place 

 The practicalities of carrying out the alleged conduct. 

 

> The search for direct documentary or electronic evidence that 
members of the NDEDIU engaged in the alleged conduct. 

 
351. Of all the witnesses spoken to, only Police Staff Oscar could recall seeing lists of email 

addresses and passwords together, albeit he could not remember where or when he 
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had seen such lists. A search was conducted to see if any lists could be found in the 
records of the NDEDIU or predecessor units. 

 
352. This search concentrated on the places where the records and intelligence material 

produced by the NDEDIU are kept. Op Herne and Op Elter’s HOLMES and ALTIA 
databases are major repositories of archive material linked to both MPS and national 
police intelligence units. Op Elter’s AD Lab database is of particular significance to the 
allegations under investigation as it contains many of the technical exhibits seized from 
the offices used by the NDEDIU and its predecessor units xxxxxxxxxxxxxxxxx. 

 
353. In addition to these databases, the MPS’s NSBIS was also searched because it was 

the computer system that the NDEDIU recorded intelligence, working practices and 
daily activity on.  

 
354. There were a number of positive returns for one of the passwords during the searches 

of these databases, but when these positive returns were examined they did not refer 
to a password.  

 
355. There were a very small number of positive returns for one or two other passwords, but 

they proved, on examination, to be references to something other than a password and 
were unrelated to the allegation being investigated. 

 
356. Further searches using search terms of the names plus passwords, contained in the 

anonymous letter, combined, identified no evidence that supported the allegations that 
email accounts had been routinely accessed. 

 
357. When a search of names only was conducted, Complainant Gold did not provide any 

positive returns. 

 
358. The names of Complainant Yellow, Complainant Black, Complainant Green, 

Complainant Grey Complainant Pink and Complainant Silver, did produce positive 
returns, but these were low in number, with the named individual not being the focus of 
the document, but rather of peripheral and passing interest. 

 
359. The searches however, did produce a large number of positive results for three of 

those named in the anonymous letter, Complainant Orange, Complainant White and 
Complainant Blue. These three individuals were prominent environmental activists who 
had been involved in organising and taking part in direct-action protests and appeared 
to have been arrested as a result of their protest activity. 

 
360. The majority of the material viewed in relation to Complainant White and Complainant 

Blue related to their involvement in direct actions. Of the remaining material none 
suggested their email accounts had been monitored and accessed by the NDEDIU or 
any other unit. 

 
361. The name Complainant Orange produced a large number of positive hits containing 

emails on the OP Elter AD Lab system. These included emails sent to himself and 
emails that he had received.  

 
362. When the source of these emails was traced, it was found that they had come from a 

download of his laptop, seized following his arrest at a direct-action protest. There was 
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no evidence found which suggested that his email accounts had been monitored or 
accessed by the NDEDIU, and there were no emails found which post-dated his arrest. 

 
363. To conclude, the IOPC decision maker may wish to consider that no evidence was 

found in the databases held by Op Herne, Op Elter or on NSBIS that supported the 
allegation that the NDEDIU accessed and monitored the email accounts.  

 
364. They may also wish to take into account that emails from a seized laptop were found in 

the case of Complainant Orange, and this suggests that if emails in relation to any of 
those named in the anonymous letter had existed on any of these databases, then the 
key word searches conducted, would most likely have identified them. 

 

> The assessment of whether the intelligence produced, recorded or 
shared by the NDEDIU had been sourced in the manner alleged. 

 
365. If email accounts were monitored by the NDEDIU in the way alleged, it would have 

produced intelligence which potentially could have led to actions being taken or 
assigned by the unit. For this to have happened the intelligence would need to have 
been fed into the intelligence desks in the unit. This would have been recorded in 
documents and possibly remembered by those who received the intelligence.  

 
366. An examination of all the environmental intelligence contained in the weekly NDEDIU 

intelligence briefing documents for the life span of the unit was conducted. These 
documents detailed any intelligence, held at the time of the report, on different groups 
and individuals, as well as potential threats identified by such intelligence. They also 
detailed actions taken by the NDEDIU to counter such threats.   

 
367. Although the reports did show that there were instances where the unit had prior 

knowledge of an environment protest or a direct-action, there was no evidence that this 
came from the monitoring of email accounts. There is also no evidence that such 
intelligence was used to prevent a direct-action. Xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxx  

 
368. In the cases where the origin of intelligence was unclear, investigative steps were 

taken to identify the origin of the intelligence, specifically if emails or monitoring were 
mentioned. None of these lines of enquiry produced evidence which supported the 
allegation that email accounts were being monitoring by the NDEDIU.     

 
369. Witnesses who worked in the ASH and on the environmental intelligence desk in the 

NDEDIU were asked if they could remember any instances where there had been good 
intelligence about an environmental direct action or protest prior to it occurring.  

 
370. Only Officer India said that he could recall such intelligence. It was not possible 

however, to definitively identify any of the examples he gave because he did not wish 
to give specific details. Additionally, no evidence of him raising concerns about 
disproportionate intelligence with line management was found, and he did not wish to 
sign a witness statement which included these recollections. 

 
371. Three of those named in the anonymous letter had connections with Greenpeace’s 

direct-action group, so if any of Greenpeace’s direct actions were prevented by police, 
potentially the intelligence required to do this could have come from one of these three 
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individual’s email accounts. However, Greenpeace were approached directly to identify 
whether any of their environmental direct-action protests, during the life span of the 
NDEDIU, had been prevented from taking place and stated that none of their direct 
actions during the period when the NDEDIU was active were compromised by police 
prior to their taking place. 

 
372. To conclude, the IOPC decision maker may wish to consider that no intelligence was 

recorded in the weekly intelligence reports produced by the NDEDIU which would 
suggest that it came from the monitoring of email accounts, or that a direct-action 
protest was prevented by intelligence held by the NDEDIU. Moreover, evidence 
provided by Greenpeace suggests that they believe that none of their direct-action 
protests were compromised by the police. 

 

> Was there was any contact between the NDEDIU and Indian 
counterparts? 

 
373. Official Home Office documents show that Police Staff Papa, the senior staff member 

in the ASH, visited India and spoke at the International Association of Chiefs of Police 
(IACP) Asia Pacific Regional Conference in New Delhi in September 2013.  

 
374. When asked about this visit, Police Staff Papa confirmed that he went to the 

conference as a speaker but denied that he had knowingly met with Indian security 
services while there, or that he had any further contact with anyone in India following 
his return to the UK.  

 
375. Enquiries made with the British High Commission in India found that they did not have 

any record of contact between Indian intelligence services and the NDEDIU. In relation 
to Indian security services themselves, the NCA international liaison officer tasked with 
approaching them was unable to contact anyone able to offer clarification. 

 
376. An attempt was made to examine the phone records of the NDEDIU to see if direct 

contact had been made with anyone in India, but this was not possible as there was no 
central register of which phones were registered to the unit or the individuals who 
worked in it.  

 
377. Officer Foxtrot recalled a delegation from India who came to view the open source 

research techniques employed in the ASH. Attempts were made to confirm this, but no 
other witness was able to recall an Indian delegation and no documentary evidence 
could be found which supported such a visit.  

 
378. To conclude, the IOPC decision maker may wish to consider whether the two 

connections identified between the NDEDIU and India, namely;  

 International delegations visiting the ASH; 

and 

 Police Staff Papa’s Home Office authorised conference visit to India;  

constitute enough opportunities for connections to be forged with Indian counterparts. 
Connections robust enough to allow for the illegal conduct alleged in the anonymous 
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letter to take place. They may also wish to consider that no other evidence of 
communication or connection between the NDEDIU and India has been identified. 

 

> Whether the working environment in the NDEDIU could have allowed 
the alleged conduct to take place. 

 
379. Staff working in the ASH, the SPoE and on the environmental desk in the NDEDIU, 

including Officer India who was critical of the unit, commented that environmental 
activism, specifically Greenpeace, was not viewed as a priority. This was because 
environmental activism did not usually encompass criminal behaviour or present a 
direct threat to public order. This is a view expressed as far back as 2011 in previous 
incarnations of the NDEDIU. 

 
380. Several of the witnesses from the NDEDIU highlighted the level of scrutiny the unit was 

under due to the publicly identified failings of previous incarnations of the unit as well 
as the level of interest in the new work they were doing in the field of open source 
intelligence gathering. This meant they did not believe that the alleged conduct would 
have been able to be carried out without it being identified as stepping outside 
authorised practice.   

 
381. Officer Foxtrot and other members of the unit referred to the training that was given to 

staff in relation to RIPA to ensure all staff knew how far their remit reached in relation 
to the monitoring of individuals. 

 
382. Any officially sanctioned monitoring required RIPA authorisation. Officer Foxtrot 

reviewed and applied for these authorisations and stated that because most of the 
work was open source research, he only made 2 or 3 such applications. 

 
383. Several individuals from the unit stated that potentially an individual could have 

overstepped their remit in relation to monitoring an individual. However, they did not 
find it credible that the alleged conduct was a widespread sanctioned activity, or what 
individual, in their view, could have conducted this activity. 

 
384. There were computer terminals in various parts of the offices xxxxxxxxxxxxxxxxx 

where such activity by an individual could have taken place and their activity not be 
recorded. However, the IOPC decision maker may wish to consider that the alleged 
conduct could have taken place on a personal smart phone if a person had wanted to 
hide their actions. An action which would require a disproportionate level of intrusion to 
investigate. 

 
385. The SPoE system within the NDEDIU reviewed intelligence to safeguard its source 

before sending sanitised intelligence out to the thematic desks. Part of the review 
criteria they used was to determine whether the information was relevant and fit for 
purpose.  

 
386. None of the SPoE staff could recall any intelligence related to environmental activism 

being disproportionate or originating from emails. None of them recognised the alleged 
conduct as a tactic used in the unit. 

 
387. To conclude, apart from Police Staff Oscar, no other witness could recall seeing lists of 

passwords and emails, and he was not sure this had been while he was working at the 
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NDEDIU. Nor did any witness recognise the monitoring of email accounts as a tactic 
used by the unit. The training and scrutiny of staff working in the unit appears to have 
been robust with clear guidelines on what was expected.  

 
388. The IOPC decision maker may wish to consider that although the alleged conduct 

could have taken place either on a smart phone or on an unmonitored computer 
terminal, the motivation for such action appears to be in contrast to the views 
expressed by the NDEDIU staff interviewed on the low threat posed by environmental 
activists. 

 
389. In addition, the IOPC decision maker may also wish to take into account that if there 

was a justifiable need to conduct the monitoring of email accounts, there were 
protocols which the NDEDIU could have followed in order to carry out the alleged 
conduct legally, without resorting to the illegal use of counterparts in India. 

 

> Security of the email accounts of those named in the anonymous letter 

 
390. Data breaches by companies and websites who hold personal information such as 

email addresses and passwords have resulted in millions of people having their 
personal data made available to anyone with the knowledge of where to look to find 
them on the internet.    

 
391. As part of the investigation, advice was taken from the NCA’s NCCU on how secure 

the passwords in the anonymous letter and the email addresses supplied by the 
complainants were. This led to an opportunity to examine how secure the email 
addresses and passwords of the individual’s named in the anonymous letter were, 
through using the haveibeenpwned.com website. 

 
392. All the complainants had had at least one of their email addresses compromised and 

six out of the ten passwords in the letter had been published on the internet multiple 
times. 

 
393. The IOPC decision maker may wish to consider that the anonymous letter’s author 

may not have been a former member of the NDEDIU, as stated in their letter, and the 
source of the names and passwords in the letter may not have been the NDEDIU. 

 

> Next steps 

 
394. The decision maker is now required to set out their views on the investigation 

outcomes. The decision maker will record these on a separate opinion document. 

 
395. The decision maker will also decide whether any organisational learning has been 

identified that should be shared with the organisation in question. 
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> Criminal offences 

 
396. On receipt of my report, the decision maker must decide if there is an indication that a 

criminal offence may have been committed by any person to whose conduct the 
investigation related. 

 
397. If they decide that there is such an indication, they must decide whether it is 

appropriate to refer the matter to the CPS. 

 
398. I have not identified any offences for the decision maker to consider.  

 

> Summary for publication  

 
399. The following summaries are of the incident and our investigation. If the decision is 

made to publish the case on the IOPC website, this text will be used for that purpose. 
This text is included in the investigation report so the AA can provide their 
representations regarding redactions. 

 
Section of 
summary 

Text 

Summary of incident 

 

The investigation did not find any definitive evidence which 

supported the allegation that staff from the NDEDIU accessed and 

monitored the email accounts of environmental activists and 

sympathetic journalists or that there was any contact with 

counterparts in India to source email account passwords as 

alleged in the anonymous letter sent to Baroness Jones. 

Summary of 

investigation 

 

The investigation searched archive material held by both the MPS 

and Op Herne that related to the NDEDIU for evidence of 

documents that would suggest that the people named in the 

anonymous letter received by Baroness Jones had had their email 

accounts monitored. 

Additionally, NDEDIU weekly intelligence reports were examined 

and witnesses from the NDEDIU interviewed to ascertain if 

intelligence about environmental activists was being obtained and 

what if any motivation there was for the NDEDIU to carry out the 

monitoring of environmental activists in the way alleged.  
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Operation Gilbert 
 
Investigation into allegations that members of the 
NDEDIU illegally accessed the email accounts of 
environmental campaigners and sympathetic 
journalists.  
 

 
Investigation subtitle 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

> Appendices  
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> Appendix 1: The role of the IOPC 

The IOPC carries out its own independent investigations into complaints and incidents involving 

the police, HM Revenue and Customs (HMRC), the National Crime Agency (NCA) and Home 

Office immigration and enforcement staff. 

We are completely independent of the police and the government. All cases are overseen by the 

Director General (DG), who has the power to delegate their decisions to other members of staff in 

the organisation. These individuals are referred to as DG delegates, or decision makers, and they 

provide strategic direction and scrutinise the investigation.  

> The investigation 

At the outset of an investigation, a lead investigator will be appointed, who will be responsible for 

the day-to-day running of the investigation on behalf of the DG. This may involve taking witness 

statements, interviewing subjects to the investigation, analysing CCTV footage, reviewing 

documents, obtaining forensic and other expert evidence, as well as liaison with the coroner, the 

CPS and other agencies. 

They are supported by a team, including other investigators, lawyers, press officers and other 

specialist staff. 

Throughout the investigation, meaningful updates are provided to interested persons and may be 

provided to other stakeholders at regular intervals. Each investigation also passes through a series 

of reviews and quality checks. 

The IOPC investigator often makes early contact with the CPS and is sometimes provided with 

investigative advice during the course of the investigation. However, any such advice will usually 

be considered to be confidential. 

> Complaint matters 

An investigation into a complaint is not automatically an investigation into whether a person 

serving with the police has a case to answer for misconduct or gross misconduct. It will investigate 

the issues raised in an individual’s complaint. 

An investigation may become subject to special requirements (see more below) if the IOPC lead 

investigator considers that there is an indication that a person to whose conduct the investigation 

relates may have:  

a) committed a criminal offence, or  

b) behaved in a manner that would justify them facing disciplinary proceedings  
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> Complaints that are subject to special requirements 

The complaints subject to special requirements focus on the actions of the identified officers to 

enable conclusions to be drawn about whether there is a case to answer in respect to the actions 

of an individual serving with the police. Individuals subject to the investigation will have been 

formally served a notice explaining the conduct under investigation and setting out their rights. The 

conclusions drawn cannot be about whether the complaint is upheld or not, but instead are about 

whether the subject has a case to answer for misconduct or gross misconduct, or whether their 

performance was unsatisfactory.   

> Complaints not subject to special requirements 

For complaints not subject to special requirements, the IOPC decision maker may reach an 

opinion about whether the performance of anybody who was the focus of the complaint was 

unsatisfactory, if applicable. Because the complaint was not subject to special requirements, these 

individuals will not have been served with a formal notice, as was the case for complaints subject 

to special requirements.  

Some complaints will be about the standard of service provided by the police, rather than a 

person’s actions. In such cases, special requirements will not be relevant, but a decision will still 

be made regarding whether the complaint is upheld or not upheld.  To uphold a complaint, the 

decision maker must conclude that the force did not deliver the service standard that a reasonable 

person could expect.  

> Investigation reports 

Once the investigator has gathered the evidence, they must prepare a report. The report must 

summarise and analyse the evidence and refer to or attach any relevant documents. 

The report must then be given to the decision maker, who will decide if a criminal offence may 

have been committed by any of the subjects of the investigation, and whether it is appropriate to 

refer the case to the CPS for a charging decision.  

The decision maker must also reach an opinion about whether any person to whose conduct the 

investigation related has a case to answer for misconduct or gross misconduct, or no case to 

answer, and may record their view on whether any such person’s performance was unsatisfactory. 

The decision maker will also decide whether to make individual or wider learning 

recommendations for the police.  

> Misconduct proceedings 

The report and decision maker’s opinion must be given to the appropriate authority (normally the 

police force) responsible for the individuals to whose conduct the investigation related. The 

appropriate authority must then inform the decision maker whether any person to whose conduct 

the investigation related has a case to answer for misconduct or gross misconduct, or no case to 
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answer, or whether any such person’s performance was unsatisfactory, and what action they 

propose to take, if any. The decision maker must consider whether the appropriate authority’s 

response is appropriate and has powers to recommend or ultimately direct it to bring misconduct 

proceedings or unsatisfactory performance procedures (UPP).  

Unsatisfactory performance will be dealt with through the police force’s UPP. UPP is generally 

handled by the person’s line manager and is intended to improve the performance of both the 

individual and police force.    

> Criminal proceedings 

If there is an indication that a criminal offence may have been committed by any person to whose 

conduct the investigation related, the IOPC may refer that person to the CPS. The CPS will then 

decide whether to bring a prosecution against any person. If they decide to prosecute, and there is 

a not guilty plea, there may be a trial. Relevant witnesses identified during our investigation may 

be asked to attend the court. The criminal proceedings will determine whether the defendant is 

guilty beyond reasonable doubt. 

> Publishing the report 

After all criminal proceedings relating to the investigation have concluded, and at a time when the 

IOPC is satisfied that any other misconduct or inquest proceedings will not be prejudiced by 

publication, the IOPC may publish its investigation report, or a summary of this.  

Redactions might be made to the report at this stage to ensure, for example, that individuals’ 

personal data is sufficiently protected. 
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> Appendix 2: Terms of Reference 

 
Investigation into the allegation that the National Domestic Extremism and Disorder 
Intelligence Unit (NDEDIU) used Indian counterparts to hack the email accounts of 
environmental activists and journalists. 
    

Investigation Name: Op Gilbert 

Investigation Type: Independent 

Appropriate Authority: MPS 

IOPC Reference: 2017/082429 

Commissioner: Sarah Green 

Lead Investigator: Darren Walton 

Target Range: 12 - 15 months 

 

Summary of events  
This summary is presented on the basis of information presently available to the IOPC. 
The veracity and accuracy of that information will be considered as part of the investigation 
and will be subject to review. 

The investigation has opened following receipt via Baroness Jones of an anonymous letter 
which states, inter alia, that officers from the NDEDIU obtained the services of a computer 
‘hacker’ via counterparts in India. 
 

The ‘hacker’ is said to have illegally accessed named individuals email accounts.  These 
named individuals are members of political/environmental groups and the letter also states 
that two journalists (unnamed) from The Guardian also had their email accounts hacked. 
 

Other potential areas of disciplinary or criminal activity alleged within the anonymous letter 
are already subject to two IOPC independent investigations (Op Hibiscus and Baroness 
Jones’s complaint). 
  

Terms of Reference 

1.  To investigate: 

a) Whether there is any evidence to show that officers from the MPS 
NDEDIU were in contact with Indian counterparts in relation to the 
accessing of email accounts. 

b) Whether the services of a computer ‘hacker’ in India were obtained by 

the NDEDIU and/or Indian counterparts to access email accounts on 

behalf of the NDEIDU. 
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c) If any officers within NDEDIU used any information gained from contact 

with computer hackers in India. 

2.  To identify whether any subject of the investigation may have committed a 
criminal offence and, if appropriate, make early contact with the Director of 
Public Prosecutions (DPP). On receipt of the final report, the Commission 
delegate shall determine whether the report should be sent to the DPP.  

3.  To identify whether any subject of the investigation, in the investigator’s 
opinion, has a case to answer for misconduct or gross misconduct, or no 
case to answer. 

4.  To consider and report on whether there may be organisational learning, 
including: 

 whether any change in policy or practice would help to prevent a 
recurrence of the event, incident or conduct investigated; 

 whether the incident highlights any good practice that should be 
shared. 

 
The commissioner currently responsible for oversight of this investigation is Sarah Green.  The 
commissioner has approved these terms of reference. At the end of the investigation they will 
decide whether or not the report should be submitted to the Director of Public Prosecutions, and 
whether they agree with the appropriate authority’s proposals in response to the report. During the 
investigation they may choose to delegate their role to another member of staff if appropriate. 

 
These terms of reference were approved on 5 May 2017 by Commissioner Sarah Green. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 


